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Abstract: Android devices like smartphones and tablets has been gaining much popularity and accelerated usage for its
low cost and increase in functionality and services. Due to its openness and free availability, Android Based system has
become not only a major stakeholder in the market but has also become an attractive target for cybercriminals. The main
objective of this project is to reduce false positive rate in malware detection by analyzing Different malware families are
developing a corresponding Multi-Feature Model (MFM) on Android-based systems by following a fuzzy method of
comparison. A file hash value is generated if a malware is suspected and send to the blockchain network As alleged
identity of the malware file. If there is the same file hash value on the blockchain, the file is found to be malicious by the
malware detection program, and the result is sent to the blockchain network as a vote. This system can ensure data
security and consistency with the use of blockchain. The results show that the proposed system can achieve efficient

detection accuracy and reduced false positive and negative rates.
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1. INTRODUCTION

Android Operating systems, is one of the most popular
mobile operating systems. With the increased number of
applications from different market, android provides
several functionalities to its users. Unfortunately,
smartphones running on android are a main target of cyber
criminals and increasingly affected by malicious software.
The increased malware threats on this efficient and open
source android platform has made the malware detection
as a challenging issue.

Anti-virus solutions identify and analyze the malware and
create a special handcrafted signature that is released as an
update to their customers. This process of manual analysis
usually takes a long time, during which the malware stays
undetected and continues to get infected. Furthermore, the
developers of malware programs typically make some
minor changes to their code even when detected, so the
latest version is undetected by the anti-virus software.
Hence an antivirus vendor alone might not be able to
respond effectively to the rapidly increasing malware. The
discussion above indicates that antivirus vendors should
not only gather information about malware but that
consumers should also exchange this information with
each other. We embraced blockchain technology to realize
such sharing of malware information between users.

Copyright © 2020 Mélange Publications.

The blockchain technology has gained considerable
popularity as a new form of distributed computing
paradigm because of its high performance, high data
security, high reputation and low cost. Blockchain In
2008, Nakamoto suggested technology[7] for the
implementation of the Bitcoin network. This technology
allows for fast transactions for both low cost users, and
without central authority mediation. Additionally,
decentralized applications (Dapps) based on blockchain,
such as uPort[8], also appeared. Dapps save and use some
blockchain details, and are expected to increase its use. To
address the platform of detecting malicious codes in
malware and extracting the corresponding evidences in
mobile devices, an Ethereum blockchain framework is to
be constructed and a hash value is calculated for the
suspected malware file which is shared to the blockchain
using smart contract.

Specifically, in view of detecting different malware
families (DroidDream, zHash, DroidKungFu, aucun,
gingermaster, etc.) In the Android-based framework, a
modeling feature that includes software package feature,
permission and device feature, and function call feature is
to be performed using statistical analysis method to extract
malware family features. In addition, a multi-feature
detection system for Android-based malware detection
and classification is to be developed to reduce false-
positive levels and boost the detection potential of
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malware variants. In addition to this, The proposed
framework could share the signatures (hash value) of
suspected files between users, enabling them to respond
quickly to could malware threats. The comparison with
the existing methodologies indicates that the latest method
proposed With lower false-positive and false-negative
levels, can achieve higher detection accuracy within a
limited time.

2. LITERATURE SURVEY

Jingjing et al.[1] introduced a platform to identify and
recognize malware for mobile apps, named the Blockchain
consortium for malware detection and the retrieval of
proof (CB-MDEE). The CB-MDEE consists of two
blockchains, a public blockchain (PB) and a blockchain
consortium (CB). Users belonging to the PB use a multi-
feature model created from, for example, sensitive
behavior graphs and installation packages, to detect and
classify malware, and store the information on the PB for
subsequent malware detection and classification.
Representatives of CB-affiliated malware detection
organizations Using the information to create a knowledge
base and update the malware functions database. Through
test tests the CB-MDEE has achieved greater detection
accuracy for android malware.

TaeGuen et al[2] suggested a Multimodal Deep Learning
System for the Detection of Android Malware using
Various Features. It uses various kinds of features to
reflect the properties of Android applications from various
aspects, and the features are refined using our existence-
based or similarity-based feature extraction method for
effective feature representation on malware detection, with
this approach, it was possible to maximize the benefits of
encompassing multiple feature types.

Li J et al [3] proposed a system based on permission usage
analysis. Instead of extracting and analyzing all Android
permissions, they developed 3-levels of pruning by mining
the permission data to identify the most significant
permissions that can be effective in distinguishing
between benign and malicious apps. SIGPID (Significant
permission identification) then utilizes machine-learning
based classification methods to classify different families
of malware and benign apps. Their evaluation finds that
only 22 permissions are significant.

Igbal S and Zulkernine M [4] proposed A system for using
several, real-time android malware detectors called
SpyDroid. It consists of two modules of operating system
(monitoring and detection), and supports subdetectors of
application layers. Sub-detectors are standard Android
applications that use the monitoring module to track and
analyze different runtime details, and report their findings
to the detection module. The monitoring module
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determines when to mark an application as malware.
Results showed that decisions from multiple subdetectors
on a real system would significantly increase the malware
detection rate.

Howard M et al [5] proposed a Method for that machine
learning-based malware detection systems by predicting
signatures of potential variants of malware and injecting
them into the defense network as a vaccine. Their
approach utilizes deep learning to learn from family
history trends in malware evolution. These patterns of
evolution are then used to predict future changes within
the family. The tests showed that a detection system
combined with such future malware signatures is capable
of detecting future variants of malware that the detection
system alone could not detect.

3. PROPOSED WORK

The description of the program proposed is shown at
figl.1. The blockchain network is comprised of users who
want to exchange and receive knowledge about malware.
Here, the device of each user is presumed to host the
proposed malware detection system and a signature-based
system. The blockchain is used to store signatures of
suspected malware files (hash values). and other
information from them. The proposed system focuses on
improving the accuracy rate by using multi features
detection along with signature-based method which Can
detect and remove malware using our own malware tests
detection system and votes (no of users who have already
identified whether a software is malicious or benign) of
other users stored on the blockchain.

A. Contribution

»  When a user downloads an apk file, the proposed
malware detection is executed first by performing feature
modeling by utilizing statistical analysis method to extract
malware family features, including software package
feature, permission and application feature, and function
call feature.

»  Analyzing Specific malware families use Android-
based systems and a corresponding Multi-Feature Model
(MFM) by following a fuzzy method of comparison. To
lower false-positive rates and boost malware detection
capability variants, multiple marking functions are used
[1].

» - When the downloaded apk file is found to be
Malware, the user sends the hash value as presumed file
identity to the blockchain network for malware.

> If another User downloads the same apk file, first
checking whether the executable hash value of the file is
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already documented as a suspected file identity for
malware on the blockchain.

Extracted Compared | If probability Marking
samples sample >50% function
S= {SBS;, SBSs SBSC a
SBS2.SBSn}

F={F, F={F:* F*, F=1 B (f)
FZFM} F3C, F4C}

P=(p, P={ps, p° Y (P9)
p2,..... D1 pz...p|}

If another user installs the same apk file, the user first
checks if the executable file hash value is already known
as a suspected file identity on the blockchain.

» If a blockchain has the same file hash value, then the
malware detection system can decide if the file is
malicious and submit the result as a vote (malicious or
benign) to the blockchain network.

» The detection system Then determine whether to
uninstall the suspicious file based on the results of the
blockchain vote and the results of its own malware
evaluation.

Blockchain Containing Suspected File Hash

Suspected file hash

SIGNATURE BASED
ANALYSIS
MULTI-FEATURE _
EXTRACTION Installation features

Figure 1. Overall Architecture Diagram

B. Feature Extraction

o Android-based device features can be derived

from a range of features including package configuration

features, program and authorization features, system call
sequence features, and system call context.

o SBS (Sensitive Behavior Set) is a set of secure sensitive
methods, attributes in malware installation Packages,
and software applications permission documents.

o Essential Feature Representation (CFR) calculates F as
a 0-1 software feature vector for testing if a lib / so file
exists, and P as a software application permission list.

o Multi-Feature Model (MFM) is developed by extracting
malware family features and creating multiple marking
functions, and taking the probability of certain sample
behaviors as weights in the malware family.
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C. Multi Feature Detection

e VC Improving the identification capability of
malware variants by naming a blurred comparison
process

e functions to detect the multi-feature is to be used.

e The correlation between the program sample features
and a certain family of malware is thus determined
[SBS(Sensitive Behavior Graph),F(Feature
Set),P(Permission List).]

a) Fuzzy comparison

e Calculating the similarity for the obtained SBSC, F¢,
PC and add a correction factor o (number of all sets
(wabs, ©f, ®p)). Here the proportion of the similar

elements in the two sets is greater than 80%
n

Ssps = 605352 a(SF)USE ), Sf e SBSC
=1 (1)
C( o ) _ [0, if semiContain(SBS,S;) = false
' _l L, if semiContain(SBS.S?) = true

n
Sp =y ) YO WS ) pf €PC
i=1

)
o_fo irper
m{')_{l‘ if preP
Sp=wp > ffBU)
= ®)

e Thus, calculate the similarity between features of a
software sample and a certain malware family as

Sscore = Ssps + St + Sp (4)

e Choose the average value of the outcomes of similarity
measurements and decide whether the threshold exceeds
If the threshold is reached, it is assumed to be malware
and the corresponding malware family ID is released.
Otherwise, the check software is assumed to be the
original software.

b) Signature sharing

e |If the downloaded executable file is considered
malware, the user sends the hash value as a presumed
identity to the blockchain network of the file.

e When a blockchain has the same file hash value, the
user's heuristic or behavior-based malware detection
system will decide whether the file is malicious, and the
result. will be sent to the blockchain network as a vote
(malicious or benign).

e |f the file hash value on the blockchain does not exist,
and the malware detection system assumes that the
downloaded file is malware the machine sends the file
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hash value to the blockchain network to transmit it.It also
measures the degree of maliciousness and removes the
file downloaded according to the result.

c) Measures against Mass Voting by Misleading

Users

e The database information stored in includes

e Hash Value, Address of users who have voted, and
Votes

e Access the web to participate in the Ethereum
blockchain network and register an address to be
used for voting Fig. 1.2.

e The Web server accesses the Ethereum blockchain
Register Smart Contract and records the address.

e After that, the user enters the network and gets
signatures, registers, and votes.

e The Vote Smart Contract, which is responsible for
the procurement, authentication and voting of
signatures, accesses the Register Smart Contract and
checks if the Register Smart Contract includes an
address.

e Where the address exists, the creation, registration
and vote of the signature shall be accepted; otherwise
they shall be refused

Web Server Smart Contracts

2) Register
the address

*| REGISTER [* VOTING

1) Send an 4) Signature
address for L
N acquisttion’ voting
voting
-— E e B e i e o
3) Join
r e Blockchain Ethereum Blockcham network

USER Network

Figure 2.1. Signature sharing process
4, RESULT ANALYSIS
Data sets and Experimental environment Setting

We perform our experiments on the Intel(R) Core (TM)
i5-6200U CPU with 8 GB of main memory. The
operating system consists of Ubuntu. Also, to build a
blockchain we installed truffle suite to deploy register and
vote smart contracts. Android studio is used to perform
the feature extraction and detection of malware. The
malware dataset comes from CICAndMal2017.We
installed 5,000 of the collected samples (426 malware and
5,065 benign). Our malware samples in the
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CICAndMal2017 dataset are
categories,

e Adware

Ransomware

Scareware

SMS Malware

classified into four

Experiments of malware Detection

In order to evaluate the detecting capability of our
malware detection system a set of benign software were
mixed with malware samples and given as input data, the
feature extraction were carried out for each software and
based on the MFM maodel, the software were classified as
malware and benign for the given set of samples. Only
few samples of dataset were used in this experiment to
test the accuracy, all the input samples were detected
accurately in less time as shown in Table 1(Only few files
and details are shown).

Evaluation Parameter

The parameters used to evaluate the accuracy of the
proposed system are as follows
+ FPR (False Positive Rate) -a software that does not
belongs to a malware family but the system judges it as
malware software
* FNR (False Negative Rate) - a software that belongs to
a malware family but the system judges it as benign
software

Table |
Table 1.1: Feature extraction by pre-static, static and
dynamic analysis

Md5 Analysi
value VT. . S ’
Sha256 positive | .
time(sec
° )
0d33685e | 5d3deaa5c24e304f
ffob6df4e | 17¢c511d2371¢393 32 35
87d79968 | f43b78b29b07h252 '
9e99a32 db7936a35a70511d
0f52bf7d7 | e6939b3784f2e100
b6cf39che | 32abd4e5ada25adc 29 478
438b1413 | 81flafa7dd6887flb '
726923 577db88e0c27af2
0b2f0c2d | e4d65c43aeff2cedO
df4a6al10 | 258¢39d57d80a24e 33 42
1036286d | e6fa9d2ccf845cala '
7570918 8c887e58ce5h96
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FNE= FN
TP+ FN
FPE = FP
TN + FP
Where,

FP —*Falze Positive
FN —®FalseNegative
TP — True Positive
TN —* True Negative

5. CONCLUSION

In this project, a framework Malware is designed to be
identified and listed on Android-based mobile devices
using Blockchain technology. Different Malware
Community Features are analyzed, and a malware feature
model--MFM is constructed. The generated hash value
sends to the Ethereum Blockchain network to determine
the final result. The experimental The results of the
ClCandMal data set and the benign software data set show
that the proposed program can effectively detect and
identify known malware and identify malware on
unknown software with higher accuracy and lower time-
consuming.
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