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Abstract: 
 

Project proposes a new initiate to enhance the existing Conjunctive Keyword Search with Designated Tester and Timing 

Enabled Proxy Re-Encryption Function for E-Health Clouds with a new feature of extension to solve the data security 

problem while access the sensitive data by the user. The attackers know the date when the user accesses the data. So 

attackers easily trying to access the data. We now introduce the new way of data accessing process. If when the user 

wants data from cloud storage the user gives the request to the Time Seal Server (TS). And then it verifies the user 

authentication. Then it allows the user to access the data in a particular time session. File accessing process is over then 

the session is over .file transfer time is very short time so attackers  can’t the users file and also user gives request any 

time so it’s very complicated  for the attackers  to access the user data  illegally. 

    
Index Terms—  Searchable encryption, time control, conjunctive keywords, designated tester, e-health, resist offline keyword 

guessing attack. 
 

I.  INT RODUCT ION 

 
 

The  electronic  heath  records  (EHR)  system  will make 

medical records to be computerized with the ability to prevent 

medical errors. It will facilitate a patient to create his own 

health information in one hospital and manage or share the 

information with others in other hospitals. Many practical 

patient-centric EHR systems have been implemented such as 

Microsoft Health Vault  and Google Health . Given the 

ambitious prospect to deploy the EHR system ubiq- uitously, 

privacy concerns of the patients come up. Healthcare data 

collected in a data center may contain private information and 

vulnerable to potential leakage and disclosure to the delegator 

to delegate his search right to a delegatee, who can be his 

doctor, without revealing his own private key.                                                               

cost. It will be more troublesome to individuals or companies 

who may make profits from them. Even though the service 

provider can convince the patients to believe that the privacy 

information will be safekeeping. 

 

 

 

EHR could be exposed if the server is intruded or an inside 

staff misbehaves. The serious privacy and security concerns 

are the overriding obstacle that stands in the way of wide 

adoption of the systems.Public key encryption scheme with 

keyword search (PEKS)   allows a user to search on encrypted 

information without decrypting it, which is suitable to enhance 

the security of EHR systems. In some situations, a patient may 

want to act .The proxy re-encryption (PRE) method can be 

introduced to fulfill the requirement. The server could convert 

the encrypted index of the patient into a re-encrypted form 

which can be searched by the delegatee. However, another 

problem arises when the access right is disseminated. When 

the patient recovers and leaves the hospital or is transferred 

to another hospital, he does not want the private data to be 

searched and used by his previous physicians anymore. A 

possible approach to solve this problem is to re-encrypt all 

his data with a new key, which will bring a much higher. 

 

Delegator to delegate his search right to a delegatee, who can 
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be his doctor, without revealing his own private key. The 

proxy re-encryption (PRE) method can be introduced to fulfill 

the requirement. The server could convert the encrypted index 

of the patient into a re-encrypted form which can be searched 

by the delegatee. However, another problem arises when the 

access right is disseminated. When the patient recovers and 

leaves the hospital or is transferred to another hospital, he 

does not want the private data to be searched and used by his 

previous physicians anymore. A possible approach to solve this 

problem is to re-encrypt all his data with a new key, which 

will bring a much higher cost. It will be more troublesome to 

revoke the delegation right in a scalable size. 

In this paper, we endeavor to solve the problem with 

amechanism proposed to automatically revoke the delegation 

right after  a  period of  time  designated by  the  data  owner 

previously. In the traditional time-release system [28], [30], the 

time seal is encapsulated in the ciphertext at the very beginning 

of the encryption algorithm. It implies that all users including 

data owner are constrained by the time period. The beauty 

of the proposed system is that there is no time limitation for 

the data owner because the time information is embedded in 

the re-encryption phase. The data owner is capable to preset 

diverse effective access time periods for different users when 

he appoints his delegation right. An effective time period set 

by the data owner can be expressed with a beginning and 

closing time .A time server is used in the system, which is 

responsible to generate a time token for the users. After 

receiving an effective time period T from the data owner, the 

time server generates a time. 

Various constructions of public key encryption with con- 

junctive keyword search (PECK) over encrypted data have been 

proposed [8]–[10]. It allows the users to query multiple 

keywords at the same time [11], [12]. However, some of them 

such as the solution in [9] and [10] have high communication 

or computation cost. On the other hand, some schemes such 

as the solutions in [8] and [12] require an index list of the 

queried keywords when a trapdoor is generated, which will 

leak information and impair the query privacy. 

 

 

seal ST   by using his own private key and the public key of 

the delegatee. In that way, the time period T  is encapsulated in 

the time seal ST . By the re-encryption algorithm executed by 

the proxy server, the time period T  will be embedded in the 

re-encrypted ciphertext. It  is  the  timing enabled proxy re-

encryption function. When  the  delegatee issues  a  query 

request, he should generate a trapdoor for the queried key- 

words using his private key and time seal ST . Only if the time 

period encapsulated in the trapdoor matches with the effective 

time period embedded in the proxy re-encrypted ciphertext, 

the cloud service provider will respond to the search query. 

Otherwise, the search request will be rejected. In that way, 

the access right of the delegatee will expire automatically. 

The data owner needs not to do any other operation for the 

delegation revocation. 

To the best of our knowledge, this is the first work that enables 

automatic delegation revoking based on timing in a searchable 

encryption system. A conjunctive keyword search scheme with 

designated tester and timing enabled proxy re- encryption 

function (Re-dtPECK) is proposed, which has the following 

merits. 

•  We design a novel searchable encryption scheme sup- 
porting secure conjunctive keyword search and authorized 

delegation function. Compared with  existing  schemes, this 

work can achieve timing enabled proxy re-encryption with 

effective delegation revocation. 

•  Owner-enforced delegation timing preset is enabled. 
Distinct access time period can be predefined for different. 

 

•  The proposed scheme is formally proved secure against chosen-

keyword chosen-time  attack.  Furthermore,  off- 

 The test algorithm could not function without data server’s  

Eavesdroppers could not succeed in guessing keywords by the 

test algorithm. 

The  security  of  the  scheme  works  based  on standard 

model rather than random oracle model. This delegator’s 

public key into those that can be decrypted by del- egatee’s 

private key. Proxy re-encryption with public keyword search 

(Re-PEKS)  has introduced the notion of key- word search into 

PRE. The users with a keyword trapdoor can search the 

ciphertext while the hidden keywords are unknown to  the  

proxy.  The  limitation  on  the  schemes  is that only one 

keyword will be allowed to search in the encrypted documents. 

Later, Wang et al.  has suggested an improved scheme to 

support the conjunctive keyword search function. All these Re-

PEKS schemes  are proved secure  in  random  oracle  model.  

Nevertheless, it  is  shown in that a proof in random oracle 

model may probably bring about insecure schemes. 

The time controlled PRE has been addressed . It desires to 

encrypt a message for multiple recipients with the same release 

time. However, the schemes in  foist the data owner to 

determine the release time at the beginning of encryption 

algorithm. Only one release time is set for all recipients rather 

than disparate time for different users, which could not fulfill 

the need for uniqueness. Another shortcoming is that it needs a 

large computation cost in both encryption and re-encryption 

phases . 

 Usually selected from a small space, especially the med- ical 

terminology. If an adversary finds that the trapdoors or 

encrypted indexes have lower entropies, the KG attacks could 

be launched if the adversary endeavors to guess the  

possible candidate keywords. Byun et al. and Yau et al. have 
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broken several classical schemes by the KG attacks. 

In order to resist the threats, the concept of PEKS with 

designated tester (dPEKS) . Only a designated tester, which 

three types  of  entities: an  information owner, users  and  a 

data center. The data owner wants to store his private EHR 

files on a  third-party database. He extracts keywords from 

the EHR files and encrypts those plaintext keywords into the 

secure searchable indices. The  EHR files are  encrypted to 

ciphertext. Then, those information are outsourced to the data      

A data center consists of an EHR storage provider and a search 

server. The storage provider is responsible for storing data and 

search server performs search/add/delete operations according 

to users’ requests. A user generates a trapdoor to search the 

EHR files using his private key and sends it to the search 

servers. After receiving the request, the search servers interact 

with the EHR storage provider to find the matched files and 

returns those retrieved information to the user in an encrypted 

form. , the timing enabled proxy re-encryption searchable 

encryption model is shown. In this model, we highlight the 

implementation  of  the  time  controlled  function.  The  data 

owner acting as a delegator sends a list of delegation effective 

time periods for his delegatees to  the time server and the 

proxy server. The entry of the list contains the identity of 

each delegatee and the effective time period, such as “Jim, 

 

It indicates that the delegatee Jim is authorized to issue queries 

and perform decryption operations on the encrypted data of the 

data owner. After receiving the list, the time server generates a 

time seal for each delegatee, which is transmitted to 

individuals. The time seal is a trapdoor of an effective time 

period and concealed by the private key of the time server. 

In the re-encryption operation, the proxy server will encapsu- 

late the effective time into the re-encrypted ciphertext. In order to 

reduce computing cost, the proxy server will not re-encrypt the 

ciphertext until they are accessed, which is so called lazy re-

encryption mechanism [20]. In the query phase, the data owner 

can conduct ordinary search operations with his own private 

key. However, the delegatee has to generate a keywords trapdoor 

with the help of the time seal. The cloud data server will  not  

return the  matched files unless the  effective time 

encapsulated in the time seal accords with the time in the re- 

encrypted ciphertext, which is different from traditional proxy 

re-encryption SE schemes. 

B. Threat Model 

The EHR data server is deemed as semi-trusted, who is honest 

to  search  information for  the  benefits of  users  but curious 

to  spy  out  the  private information of  the  patients. On the 

other hand, malicious outside attacker could eavesdrop and  

analyze the  information transferred in  public  channel, such 

as the encrypted indexes and trapdoors. He intends to infer 

privacy information according to these data. Furthermore, the 

revoked delegatees may try to  access data beyond the 

designated time period using their private keys. As most of 

the storage and search work are completed by the data server, 

it is assumed that the data server will not collude with the 

malicious outside attacker or revoked delegatees. 

C. Design Goals 

Our  Re-dtPECK  scheme  for  EHR  cloud  is  designed to 

achieve the following goals. 

•  Authority delegation. The proposed SE scheme  
allow data-owner-enforced authority delegation, i.e.  

data owner could delegate his search right to other users 

without revealing his private key. 

•   Time controlled revocation. An important design goal 
is to enable time controlled access right revocation.  

delegation appointment will terminate when the preset 

effective time  period  disagrees with  the  current time. It 

should prevent the authorized user from accessing the records 

overtime. 

•    Diverse delegation times for different users.  
challenge  of  the  system  is  to  achieve  owner-

defineddisparate access time periods for different delegatees. 

The data owner himself will not be constrained by the time. 

•   Security goals. The privacy concerns of this secure 
search system are summarized as follows.   keyword 

semantic security: as a Re-dtPECK scheme is proposed, we 

will prove it indistinguishable against chosen key- words 

chosen time attack (IND-CKCTA).  resist KG attacks: since the 

EHR keywords are always chosen from a small space, the 

related searchable encryption schemes maybe vulnerable to 

offline KG attacks. The proposed scheme should resist such 

attack. ) standard model: it is well known that security proved 

in standard model is stronger than that in random oracle model. 

This security property guarantees a higher security level. In 

this subsection, we formally define the conjunctive keyword 

search with a designated tester and the timing enabled proxy re-

encryption function (Re-dtPECK). Then, we describe a concrete 

Re-dtPECK scheme with a detailed workflow and derive the 

correctness of the scheme.

Standard model rather than random oracle model. This 

delegator’s public key into those that can be decrypted by del- 

egatee’s private key. Proxy re-encryption with public keyword 

search (Re-PEKS)  has introduced the notion of key- word search 

into PRE. The users with a keyword trapdoor can search the 

ciphertext while the hidden keywords are unknown to  the  proxy.  

The  limitation  on  the  schemes  is that only one keyword will be 

allowed to search in the encrypted documents. Later, Wang et al.  

has suggested an improved scheme to support the conjunctive 

keyword search function. All these Re-PEKS schemes  are proved 

secure  in  random  oracle  model.  Nevertheless, it  is  shown in 

that a proof in random oracle model may probably bring about 

insecure schemes. 

we endeavor to solve the problem with amechanism proposed to 

automatically revoke the delegation right after  a  period of  time  

designated by  the  data  owner previously. In the traditional time-

release system [28], [30], the time seal is encapsulated in the 

ciertext at the very beginning of the encryption algorithm. It 

implies that all users including data owner are constrained by 

the time period. The beauty of the proposed system is that 

there is no time limitation for the data owner because the time 

information is embedded in the re-encryption phase. The data 

owner is capable to preset diverse effective access time periods 

for different users when he appoints his delegation right. An 
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effective time period set by the data owner can be expressed with 

a beginning and closing time .A time server is used in the 

system, which is responsible to generate a time token for the 

users. After receiving an effective time period T from the data 

owner, the time server generates a time. 

Various constructions of public key encryption with con- 

junctive keyword search (PECK) over encrypted data have been 

proposed [8]–[10]. It allows the users to query multiple 

keywords at the same time [11], [12]. However, some of them 

such as the solution in [9] and [10] have high communication 

or computation cost. On the other hand, some schemes 

such as the solutions in [8] and [12] require an index list of 

the queried keywords when a trapdoor is generated, which 

will leak information and impair the query privacy. seal ST   

by using his own private key and the public key of the 

delegatee. In that way, the time period T  is encapsulated in 

the time seal ST . By the re-encryption algorithm executed 

by the proxy server, the time period T  will be embedded 

in the re-encrypted ciphertext. It  is  the  timing enabled 

proxy re-encryption function. When  the  delegatee issues  

a  query request, he should generate a trapdoor for the 

queried key- words using his private key and time seal ST . 

Only if the time period encapsulated in the trapdoor matches 

with the effective time period embedded in the proxy re-

encrypted ciphertext, the cloud service provider will 

respond to the search query. Otherwise, the search request 

will be rejected. In that way, the access right of the 

delegatee will expire automatically. The data owner needs 

not to do any other operation for the delegation revocation. 

 

II. Conclusion 

 

In this paper, we have proposed a novel Re-dtPECK scheme 

to realize the timing enabled privacy-preserving keyword 

search mechanism for the EHR cloud storage, which could 

support the automatic delegation revocation. The experimental 

results and security analysis indicate that our scheme holds 

much higher security than the existing solutions with a rea- 

sonable overhead for cloud applications. To the best of our 

knowledge, until now this is the first searchable encryption 

scheme with the timing enabled proxy re-encryption function 

and  the  designated  tester  for  the  privacy–preserving EHR 

cloud record storage. The solution could ensure the confiden- 

tiality of the EHR and the resistance to the KG attacks. It has 

also been formally proved secure based on the standard model 

under the  hardness assumption of  the  truncated decisional 

l -ABDHE problem and the DBDH problem. Compared with 

other classical searchable encryption schemes, the efficiency 

analysis shows that our proposed scheme can achieve high 

computation and storage efficiency besides its higher security.  
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