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Abstract

An image encryption scheme based on DNA cryptography and Cellular Automaton is presented. DNA Cryptography is a
new technique in which DNA is used as an Information carrier. Cellular Automata in which patterns generally stabilize into
homogeneity, in which patterns evolve into mostly stable or oscillating structures. In Cellular Automata, patterns evolve in a
seemingly chaotic fashion, in which patterns become extremely complex and may last for a long time, with stable local
structures. . These qualities are most impressive in these technology which help us to provide a highly secured security
system for the users. There are limitations in most of the encryption techniques based on the cellular automata. To overcome
this problem, we propose a DNA cryptography algorithm with cellular automata to make the system work in a more secured
manner. First, a partially encrypted image is obtained by encrypting the pixels with DNA sequence such as adenine, guanine,
cytosine, and thymine . At this stage the image is prone to attack. So to make the system more secure second level encryption
is done. This is done by using the rules of Cellular Automata to get the more secure encrypted image.

Keywords— Cellular Automata, DNA, Adenine, Guanine, Cytosine, Thymine.

recent advancements in computational techniques,
cryptographic methods are vulnerable to attacks. Several
protection method has been proposed to ensure the security
and confidentiality of the information that is being
transmitted. This paper effectively uses DNA cryptography
and Cellular Automata to encrypt the images.

L INTRODUCTION

Nowadays, Internet has become parts and parts of human
life and it has emerged closely with human such that it is
elevated as one of the basic needs of human life. The facility
of using the Internet in mobile phones has increased its use
among common man. Many sectors of business such as
bank, travel, shopping etc., make use of Internet to reach
many people and flourish their business by introducing their
application (apps). Though there are many advantages of

DNA computing is used to achieve massive parallelism,
huge storage and ultra-low power consumption. From the
research on DNA computing, DNA cryptography emerged
as a new cryptographic field. Here DNA is used as an

Internet, it has adverse effect such as security. Financial
transactions, confidential government information, and
medical records is transmitted through Internet which are
sensitive. The protection of this sensitive information in the
Internet is done by information security systems such as
cryptography [2], steganography [3] [4] and combination of
cryptography and steganography [5]. Security in Internet is
provided by the information security systems. With the
advancement in computational infrastructure and computer
processing capacity, standard information security systems
are no longer secure. As traditional cryptographic methods
are based on mathematical and theoretical models, with the
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information carrier and modern biological technology is
used as implementation tool. In this paper DNA sequence is
effectively used of hiding the pixel information. For
example, 00 is coded as A,01 is codes as T, 10 is coded as G
and 11 is coded as C. This paper, try to utilize the power of
DNA to hide the image[6].

Cellular automation is a system made up of many discrete
cells, each of which may be in one of a finite number of
states [7]. A cell or automaton may change state only at
fixed, regular intervals, and only in accordance with fixed
rules [16] that depend on cells own values and the values of
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neighbours within certain proximity. The formal definition
of Cellular Automation (CA) is one or two dimensional grid
[8] of identical automata cells. Depending on its
neighbourhood cells, each cell processes information and
proceeds in its action .

1L LITERATURE SURVEY

This section defines the purpose of combining DNA
computing and cellular automata methods .

DNA cryptography is a new technique for achieving
parallelism, high density information carrier of DNA
molecules and low power consumption, which challenges
traditional cryptography. Guangzhao Cui et al [9], in his
paper discussed about DNA computing and its application in
information security field and reviews the principle of DNA
computing

An analysis on DNA based cryptography to transfer the data
securely and also discusses DNA technology used in the
cryptographic methods was discussed by S.Jeevidha et al
[10].

H.Z.Hsu [11] in his method exploits the several ways of
DNA sequence to encrypt data. The author presents three
methods namely, the insertion method, the complementary
pair method and the substitution method. In [9] the paper
analyze some schemes with secret key searching. Anupriya
et.al [12] in her paper proposed an algorithm which is based
on key sequence known only to two parties which is
involved in communication. Since there are roughly 55
million publicly available DNA sequence it is virtually
impossible to crack the sequence.

Rama R et al [13] proposed the Study of Data Encryption
Standard (DES) Algorithm with Cellular Automata. In 1976
, the standard encryption algorithm was DES algorithm. The
concept of Cellular Automata (CA) introduced by John von
Neumann (1950s) exhibited the capability of producing
complex and random behavior is the first model.

Cellular Automata is a parallel processor, which is
dependent on the behavior of the cell at the time ‘t’[17]. The
usage of Cellular Automata rules are simple in nature for the
operation of DES and Advanced Encryption Standard (AES)
algorithms.

In smart devices, to provide security [14], pattern
classification [15] and traffic modeling, cellular automata is
applied. For the key generation in DES, Rama R et al [11]
extend the usage of Cellular Automata (CA). In this, they
have used rule 30 of cellular automata to achieve
randomness. The minimal key size is the demerit in this
approach.
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III. PROPOSED WORK

This system is for encrypting the images based on the
concepts of DNA cryptography and Cellular Automata.
Image is broken down to binary pixel. The pixels are
divided into sub matrices and the pixels are being encrypted
with DNA sequence. Then this is again encrypted with the
concept of cellular automata. The decryption happens to
obtain the original image.

A. Modules Involved

We have proposed three modules in this system to achieve
high parallelism and security in image encryption.
Implementing only the first module will make the system
prone to attacks such as pattern recognition. Merging the
DNA encryption module with the rules of Cellular Automata
high security of image is enabled. The Modules involved are

DNA Encryption,Cellular Automata Encryption and
decryption.
i Celluar Autometa .
ONA encryntion :||> | E> Decypton
encryption

Figl. Overview of proposed system
B. DNA Encryption

Original image is given as the input. The pixel information
is first retrieved from the image. The sub matrix of pixels is
obtained from the image. Pixel values of the sub matrix is
then converted to binary sequence . DNA sequence is
assigned to the elements in the array. i.e. encrypting the
pixels with the DNA sequence. Temporary values are
substituted in the obtained sequence. Then they are
converted to the corresponding decimal values. Here the
output is obtained is the partially DNA encrypted image.

All title and author details must be in single-column format
and must be centered. Every word in a title must be
capitalized. Email address is compulsory for the
corresponding author.

C. Cellular Automata Encryption

The Cellular Automata Encryption involve the following
steps . The Partially Encrypted Image is given as the input.
The pixel information is first retrieved from the partially
encrypted image. The sub matrix of pixels is obtained from
the partially encrypted image. Pixel values of the sub matrix
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is then converted to binary sequence . Cellular automata is
then applied on binary sequence of each pixel. Rule 90 of
cellular automata is used to apply on those pixels. Rule 90 is
a Cellular Automata technique which changes the current
state of the cell based on the neighbourhood cells. Thus the
cellular automata is applied on each and every pixel of the
image and thus encrypted. Here the output obtained is the

The output is the encrypted image by DNA sequence and
cellular automata and the output also includes the image that
is decrypted.

fully encrypted image. El
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Fig2. Cell definition ‘ l

Original In Partially Decrypted Image
image +4— . reverse the process of DNA
Encryption

D. Decryption

The encrypted image is given as input for decryption. From
the encrypted image the temporary matrix is generated .
Temporary matrix is broken into sub-block. In the each sub-
block, reverse the cellular automata rule to obtain the

Fig3. System Architecture

partially encrypted image. The partially encrypted image is TABLE Error! No  sequence

then decrypted by reversing the process of DNA specified.

Encryption.Thus a decrypted image is obtained.

E. Interaction Between The Modules

The DNA encrypted pixel information is retrieved from the TYPE OF | NUMBER OF | ATTACKES

DNA encryption module and then the output of the first IMAGE IMAGE(S) OVERCOMED

module is used to apply cellular automata in the next TESTED

module. Now the output of this operation forms the JPEG 4 B.rute fQTCC and

Encrypted Image. This Encrypted Image is decrypted in the differential

decryption module. PNG 3 Brute force and
differential

F. Input And Output Description : TIFF 1 Brute force and
differential

The Input is the secret image of jpg,tif,png,jpeg,bmp,pgm
and gif format which has to be encrypted.
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Fig4. The Image that is to be encrypted
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Fig5. Partially encrypted DNA image
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Fig6. Image encrypted with Cellular Automata
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IV.  CONCLUSION

This paper explores the DNA cryptography along with the
finite state machine. In the proposed algorithm, image is
secured at 3 levels, using : conversion in DNA, DNA is
converted in binary based sequence and it is subjected to
rule 90 of cellular automata. By using this algorithm and
mechanism the generated cipher image is quite difficult to
crack. The proposed algorithm is powerful in terms of
security features. Now we are working to increase the
security by randomly applying the cellular automata rules to
increase complexity, and then quality of the image will be
calculated in future. Differential attack and brute force
attack can be overcomed by this further level of security.
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