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Abstract 

Cloud consists of large number of servers. Tremendous amount of information is stored in cloud. There are 
several issues associated with cloud computing such as storage, scalability and security challenges like 
confidentiality, integrity and privacy. Ensuring security to the cloud data is an important issue. Considering the 
security and privacy within the cloud there are certain threats to the user’s sensitive on cloud storage. While 
moving towards the concept of on-demand service, resource pooling, shifting everything on the distributive 
environment, security is the major obstacle for this new dreamed vision of computing capability. This paper 
analyzes various security issues in cloud such as confidentiality, integrity, availability and authorization. 
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I. INTRODUCTION 

Cloud computing security is the set of control-based 
technologies and policies designed to adhere to protect 
information, data applications and infrastructure associated 
with cloud computing use. Because of the cloud's very 
nature as a shared resource, identity 
management, privacy and access control are of particular 
concern. With more organizations using cloud 
computing and associated cloud providers for data 
operations, proper security in these and other potentially 
vulnerable areas have become a priority for organizations 
contracting with a cloud computing provider. Cloud 
computing security processes should address the security 
controls to maintain the customer's data security, privacy 
and compliance with necessary regulations. The processes 
will also likely include a business continuity and 
data backup plan in the case of a cloud security breach. 
Cloud security encompasses a broad range of security 
constraints from an end-user and cloud provider's 
perspective, where the end-user will primarily will be 
concerned with the provider's security policy, how and 
where their data is stored and who has access to that data. 
For a cloud provider, on the other hand, cloud computer 
security issues can range from the physical security of the 
infrastructure and the access control mechanism of cloud 
assets, to the execution and maintenance of security policy. 
Cloud security is important because it is probably the 
biggest reason why organizations fear the cloud. 

The best strategy for cloud vendor is to send only encrypted 
files to the cloud. Use the strongest encryption anything 
less is not worthwhile. We should not depend on the cloud 

provider or an intermediary to encrypt those files and 
decrypt them as well as rely on trust. With the cloud, all 
data and metadata should be encrypted at the edge, before it 
leaves. It does not matter that the clouds are managed by 
major, revered companies.  

This paper seeks to identify and explore important security 
issues and challenges facing cloud computing, a now fairly 
mature technology, along with the methods employed in 
industry to combat these problems. In order to achieve this 
goal, we must first understand the concepts behind this 
technology, as well as its underlying infrastructure. In this 
paper we will analyze the security challenges such as 
confidentiality, integrity and privacy. The paper is 
organized as follows: Section II describes the literature 
review; Section III describes the conclusion and finally 
followed by references in Section IV. 
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II. LITERATURE SURVEY 

In most of the papers mentioned above they used 
encryption techniques such as Identity Based 
Encryption (IBE), Public Key Encryption (PKE) and 
Attribute Based Encryption (ABE). The Identity Based 
Encryption is a public-key cryptosystem which is 
based only on valid public key. IBE solutions may rely 
on cryptographic techniques that are insecure against 
code breaking quantum computer attacks. The Private 
Key Generator (PKG) [1] generates private keys for 
users; it may decrypt and/or sign any message without 
authorization. This implies that IBE systems cannot be 
used for non-repudiation. The Public Key Encryption 

[2] can encrypt a message using the public key of the 
receiver, but such a message can be decrypted only 
with the receiver's private key. Because of the 
computational complexity of asymmetric encryption, it 
is usually used only for small blocks of data and only 
protects what it's designed to protect. The Attribute 
Based Encryption [3] is a public-key encryption in 
which the secret key of a user and the cipher text are 
dependent upon attributes. In such a system, the 
decryption of a cipher text is possible only if the set of 
attributes of the user key matches the attributes of the 
cipher text. ABE systems have few drawbacks such as 
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non-efficiency and non-existence of attribute 
revocation mechanism. The above mentioned 
techniques concentrates on the data loss, storage 
maintenance and data interception. They can be 
improved by giving additional security to database and 
authentication issues so that the time can be utilized 
effectively. By giving additional security, parameters 
such as confidentiality, integrity and privacy can be 
improved. 

III. CONCLUSION AND FUTURE 
WORK 

Though cloud computing is the new emerging 
technology that presents a good number of benefits 
to the users, it faces lot of security challenges. 
From this paper, we have gained an understanding 
of cloud computing and what it entails. Building on 
that understanding we proceeded to outline and 
examine the various security issues associated with 
the cloud data. In future, concrete standards for 
cloud computing security can be developed. To 
provide a secure data access in cloud environment, 
advanced encryption techniques can be used for 
storing and retrieving data from cloud. Also proper 
key management techniques can be used to 
distribute the key to the cloud users such that only 
authorized persons can access the data. 
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