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Abstract— A faster and easier color visual cryptography encryption method is introduced which produces 

meaningful color shares. Color shares are produced via half toning. Visual Cryptography uses the idea of hiding 

secrets within images .Before the encryption process, the secret image which is to be encrypted on to the shares is 

divided equally into four segments. These four segments are all equal in size and each segmented image is called a 

message image. Error diffusion is a simple and efficient algorithm for image halftone generation. The partitioned 

message images are to be interpolated to match with the size of half toned share images. These images are encoded 

into multiple shares and later decoded without any computation. The decrypted images are to be decimated to obtain 

the original message images. The four message images retrieved so are concatenated to obtain the secret image. 
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I.INTRODUCTION 

 

Visual cryptography is a new type of cryptographic 

scheme that focuses on solving this problem of this 

secret sharing. Visual cryptography uses the idea of 

hiding secrets within images. These images are 

encoded into multiple shares and later decoded 

without any computation. This decoding is as simple 

as superimposing transparencies, which allows the 

secret to be recovered. Image sharing is a subset of 

secret sharing because it acts as a special approach to 

the general secret sharing problem. The secrets in this 

case are concealed images. Each secret is treated as a 

number, this allows a specific encoding scheme 

supplied for each source of the secrets. Image sharing 

proposes a scheme which is identical to that of 

general secret sharing. In (k,n) image sharing , the 

image that carries the secret is split up into n pieces 

and the decryption is totally unsuccessful unless at 

least k pieces are collected and superimposed.  

II. RELATED WORK 

 

The visual cryptography was initially introduced and 

used only on binary images. Recently, some visual 

cryptography schemes for gray and color image have 

been proposed.  Again Naor and Shamir [2] 

introduced VCS (k,n), the idea of cover based semi-

group to further improve the contrast in 1996. 

Ateniese et al. [3] provided the first construction of 

VCS (2,n) having the best possible contrast for any 

nl2. Verheul and Tilborg [4] are first to present a 

secret sharing scheme for images with c colors in 

1997. The principle of this scheme is to transform 

one pixel of image to b sub-pixels, and each sub pixel 

is divided into c color regions. In each sub-pixel, 

there is exactly one color region colored, and all the 

other color regions are black. The color of one pixel 

depends on the interrelations between the stacked 

sub-pixels. A major disadvantage of this scheme is 

that the number of colors and the number of sub 

pixels determine the resolution of the revealed secret 

image. If the number of colors is large, coloring the 

sub-pixels will become a very difficult task. Tzung-

Her Chen et al [5] anticipated a multi-secrets visual 

cryptography which is extended from traditional 

visual secret sharing. The codebook of traditional 

visual secret sharing implemented to generate share 

images macro block by macro block in such a way 

that multiple secret images are turned into only two 

share images and decode all the secrets one by one by 
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stacking two of share images in a way of shifting. 

This scheme can be used for multiple binary, gray 

and color secret images with pixel expansion of 4.  

 

III. EXISTING WORK 

 

This research presents an information sharing scheme 

in halftone images. Some gray level images of the 

same resolution are selected and transferred to 

halftone ones, which are responsible for carrying a 

secret halftone image. Given the pixels of secret 

image as the constraint, the host images are generated 

using Multi-scale Error Diffusion (MED). The 

original pixels of host images are examined and the 

modified MED ensures that the pixels of the host 

images should satisfy the required conditions. After 

grouping all the processed halftone images, the secret 

image can be successfully revealed. The research 

objective is maintaining the quality of all the halftone 

images in this information sharing Scenario. The 

experimental results demonstrate the interesting 

characteristics of the proposed scheme.  

 

IV. PROPOSED WORK 

 

The proposed a new VC encryption scheme which 

provides a faster algorithm for producing meaningful 

color shares. This scheme reduces the time required 

for encryption and decryption and also also produces 

a share image with high PSNR value and good visual 

quality.. 

 

Figure 1. Explanation of encryption scheme 

Figure 2 and Figure 3 shows the brief explanation of 

the proposed encryption and decryption/recovery 

mechanism respectively The proposed encryption 

process starts with segmentation of the half toned 

secret image. The half toned secret image is 

partitioned into four segments. These segments also 

called as “message images” are to be interpolated to 

match with the size of half toned share images. After 

interpolation, every pixel of the message image is 

verified for two values, “0” or “1”.  
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Figure 2. Explanation of decryption scheme 

If the message pixel is „0‟, it is EX-OR ed with share 

S0 otherwise EXOR ed with share S1 and the 

resultant pixel is stored. The decryption process is 

exactly reverse to that of the encryption process. The 

decrypted images are to be decimated to obtain the 

original message images. The four message images 

retrieved so are concatenated to obtain the secret 

image. Decimation is the reverse process of 

interpolation. In the decimation process, the original 

size of each message image(segments of secret 

image) are obtained. Concatenation is the joining 

process where all the four message images are joined 

together to obtain the original secret image. 

 

V. EXPERIMENTAL RESULTS 

 

In the experiment, we have made an image 

encryption scheme based on visual cryptography 

scheme for images, this can be extended to work with 

Identity Based Cryptography. Share-l is generated 

with equal number of O's and 1 's with height and 

width of secret image. Simulation results of proposed 

image encryption scheme shown in figure 3. It has 

half-toning and inverse half-tone method to encrypt 

and recover the image with better visual quality 

respectively. Figure 3(a) shows the original color 

image. It is segmented into four images and half-

toned using Stucki error diffusion method. 

 

 

Figure 3(a) Original image 

 

Figure 3(b) Message image 1 and its half toned 

image 

 

It has half-toning and inverse half-tone method to 

encrypt and recover the image with better visual 

quality respectively.  

 
Figure 3 (c) Encrypted share 1 

Figure 3(a) shows the original color image. It is 

segmented into four images and half-toned using 

Stucki error diffusion method. 

Figure 3(c) shows the shares image l generated with 

equal numbers of black and white pixels. Figure 3(d) 

shows the halftoned share image. Figure 3(e) shows 

the encrypted share image. Figure 3(e) shows the 

decrypted image (complete secret image). 
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Figure 3 (d) Decrypted image 

 

VI. CONCLUSION 

 

We have developed an encryption method to 

construct color EVC scheme with segmentation and 

Stucki error diffusion for visual quality improvement. 

Segmentation of the secret image is done to reduce 

the encryption time. Reducing the number of share 

images used for encryption also helps in providing 

good visual quality of the decrypted image. Error 

diffusion is used to construct the shares such that the 

noise introduced by the predetermined pixels is soft 

away to neighbors when encrypted shares are 

generated. It is clear that there is a exchange between 

contrast of encryption shares and the decryption 

share; however, we can be familiar with the colorful 

secret messages having even low contrast. Error 

diffusion and segmentation can be mostly used in 

many VC schemes for color images. 
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