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I. INTRODUCTION
A. Research Problem and Significance

The exponential growth of cybercrime (projected to cost the global economy USD 10.5
trillion annually by 2025 [1]) has created an urgent need for forensic methodologies that can match
the sophistication, scale, and velocity of digital criminal enterprises. Traditional forensic
approaches, rooted in physical evidence handling and analog investigative techniques, are
increasingly inadequate for addressing crimes that span multiple jurisdictions, exploit diverse
technology stacks, and leave digital footprints across operational technology (OT), information
technology (IT), Internet of Things (1oT) devices, social media platforms, messaging channels,
drones, and the broader cyberspace.

The current forensic landscape suffers from a critical disconnect: technical investigators
and legal professionals operate in parallel rather than converging silos. Investigators produce
evidence; lawyers interpret it. Data scientists quantify it; judges evaluate it. This fragmentation
creates a dangerous gap where technically sound evidence may fail legal admissibility tests, and
legally sufficient arguments may lack scientific substantiation. The consequence is twofold: guilty
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actors escape justice due to inadmissible evidence, and, far more gravely, innocent persons risk
wrongful accusation when evidence is not subjected to rigorous scientific validation.

B. The Foundational Principle of Justice

This principle anchors the entire Quantum Forensics framework. Every methodology,
every statistical test, every legal analysis presented in this paper serves this dual mandate:
protecting the innocent while identifying the guilty. The framework ensures that forensic
conclusions are derived through reproducible, verifiable, and scientifically substantiated processes
that are independent of analyst judgment or investigative bias.

C. The Confusion Matrix Approach to Evidence

To operationalize this principle, we introduce a Confusion Matrix framework for evidence
evaluation, borrowed from machine learning classification theory and adapted for forensic practice.
Every piece of evidence, regardless of type (physical, primary, secondary, corroborative,
circumstantial, or negative intelligence), must be evaluated across four dimensions, as summarized
in Table 1:

Table 1. The Forensic Confusion Matrix: Classification of Evidence Evaluation Outcomes

TRUE POSITIVE (TP): Correctly
identified criminal activity. RETAIN as
evidence. This is the gold standard of
forensic analysis.

FALSE NEGATIVE (FN): Missed
criminal activity. The most dangerous
error in forensics: actual perpetrators
escape detection. Must be actively
recovered through deeper analysis.

Actual: Criminal

FALSE POSITIVE (FP): Innocent
activity wrongly flagged as criminal. The TRUE NEGATIVE (TN): Correctly

Actual: gravest injustice: an innocent person identified legitimate activity. CONFIRM

Legitimate wrongly accused. Must be systematically — and document to clear innocent parties
ELIMINATED through dual-proof and narrow investigation focus.
validation.

The metrics derived from this matrix quantify investigative quality:

e Precision = TPT+PFP: Of all evidence flagged as criminal, what proportion is genuinely
criminal? High precision protects the innocent.

e Recall = TPiPFN: Of all actual criminal activity, what proportion did the investigation
detect? High recall ensures the guilty are identified.

2xPrecisionxRecall . . ..
. The harmonic mean balancing both objectives.

e F1-Score = —
Precision+Recall

TPXTN—-FPXFN

e Matthews Correlation Coefficient (MCC) = \/(TP+FP)(TP+FN)(TN+FP)(TN+FN): The gold

standard for imbalanced forensic datasets where criminal activity is rare relative to
legitimate activity.
TP+TN

TP+TN+FP+FN’
imbalanced datasets.

e Accuracy = Overall correctness, though less informative for
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D. Evidence Sources in the Quantum Age

Digital evidence in the contemporary landscape originates from an expanding ecosystem of
sources, each generating distinct data types requiring specialized collection, preservation, and
analysis techniques:

e Information Technology (IT): Servers, databases, application logs, email systems,
cloud platforms, enterprise resource planning systems, customer relationship
management platforms

e Operational Technology (OT): Industrial control systems (ICS), SCADA systems,
programmable logic controllers (PLCs), manufacturing execution systems

e Internet of Things (1oT): Smart devices, sensors, wearables, connected vehicles, smart
home systems, 10T chips and embedded processors

e Social Media and Cyberspace: Open source intelligence (OSINT) from social media
platforms, forums, dark web marketplaces, paste sites, code repositories

e Messaging Channels: Encrypted and unencrypted messaging platforms, email, voice
over IP, collaboration tools

e Drones and Unmanned Systems: Aerial surveillance data, flight logs, geolocation
telemetry, onboard sensor data

e Data Types: Structured data (relational databases, spreadsheets), unstructured data
(text, images, audio, video), semi-structured data (JSON, XML, log files)

e Blockchain: Immutable distributed ledger entries serving as chain of custody records,
cryptocurrency transaction trails, smart contract execution logs

All these sources feed into the Quantum Forensics framework, where each evidence item
enters in a state of superposition and is scientifically evaluated before classification.

E. Research Questions
This paper addresses four research questions:

RQ1: How can principles from quantum physics (superposition, entanglement, uncertainty,
and decoherence) be formally mapped to digital forensic evidence dynamics, and what theoretical
framework emerges from this mapping that ensures no innocent person is wrongly accused while
no guilty actor escapes identification?

RQ2: Can the convergence of Inferential Proof (qualitative legal reasoning through
FIRREAC) and Empirical Proof (quantitative STEM validation through the Confusion Matrix)
establish a reproducible, verifiable standard for Substantial Conclusive Evidence?

RQ3: What statistical and mathematical methods constitute the Empirical Proof toolkit, and
how does each method contribute to True Positive confirmation and False Positive elimination in
forensic evidence evaluation?

RQ4: What implementation roadmap is required for the global adoption of Quantum
Forensics in service of Global Cyber Jurisprudence, Judicial Forensics Innovation, and the
protection of fundamental rights through balanced consideration of National, Vital, Legitimate, and
Public Interest?

F. Theoretical Contribution

This paper makes six primary contributions:
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e The Dual-Proof System: A formal framework establishing that Substantial Conclusive
Evidence requires convergence of Inferential Proof (legal) and Empirical Proof
(STEM), expressed as: "STEM proves the evidence IS real. Investigation proves what
it MEANS."

e The Confusion Matrix Evidence Framework: A systematic approach to evaluating
every evidence item for TP, FP, TN, and FN, ensuring investigative precision
(protecting innocents) and recall (identifying the guilty) are simultaneously maximized.

e The Quantum Forensics Paradigm: A mapping of quantum physics principles to
evidence dynamics, where individual evidence exists in superposition and collective
evidence achieves entanglement through Fact of Relevancy.

e The Three-Dimensional Skill Framework: A competency model requiring convergence
of Trade Skills (technical HOW), Domain Skills (professional WHAT), and Horizontal
Skills (business WHERE).

e Empirical Proof Methodology: A complete statistical toolkit with worked forensic
examples, including confusion matrix metrics, OLS regression, chi-squared testing,
Bayesian updating, and Monte Carlo simulation.

e The Global Cyber Jurisprudence Vision: Policy recommendations for judicial forensics
innovation, addressing GDPR lawful bases (National, Vital, Legitimate, and Public
Interest), Responsible Al governance, and the adoption of Quantum Forensics
worldwide.

G. Paper Structure

The remainder of this paper is organized as follows. Sections Il through V establish the
physics foundation, progressing from classical matter through quantum mechanics, guantum
computing, and quantum cryptography. Section VI presents the core Quantum Forensics theoretical
framework, including physics-to-forensics mappings, the Dual-Proof System, evidence sources,
and the Confusion Matrix approach. Sections VII and VIII address Al and Blockchain in digital
forensics. Section IX develops the complete Empirical Proof (STEM) methodology with worked
statistical examples. Section X presents the Inferential Proof through FIRREAC. Section XI
demonstrates the convergence of both proof methods. Section XII provides the legal and regulatory
framework with GDPR lawful bases and Judicial Forensics Innovation. Section XIII covers
dissemination. Section XIV provides visual summaries. Section XV presents the case study.
Section XVI discusses challenges and implementation. Section XVII concludes with future
research directions. Section XVIII lists references.

1. FROM MATTER TO QUANTUM PHYSICS: THEORETICAL FOUNDATIONS
A. The Architecture of Matter

All physical reality is composed of matter, that which has mass and occupies space. Matter
exists in four fundamental states: solid (fixed shape and volume), liquid (fixed volume, variable
shape), gas (neutral atoms or molecules with variable shape and volume), and plasma (an ionized
state with free electrons and charged particles, making it electrically conductive). Understanding
these states is foundational because digital evidence, too, exists in various "states" of accessibility,
volatility, and structure.
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The Compositional Hierarchy

Matter decomposes through successive levels of organization, each revealing deeper
structure. Just as matter decomposes from the visible to the invisible, evidence decomposes from
obvious artifacts to hidden digital traces requiring progressively sophisticated tools:

e Molecules: The smallest unit retaining chemical properties. Water (H,0) comprises
two hydrogen atoms bonded to one oxygen atom. In forensics, a "molecule of
evidence" is the smallest meaningful unit: a single log entry, a transaction record, a
metadata timestamp.

e Atoms: Molecules decompose into atoms, the fundamental building blocks of
chemistry. Each atom contains a nucleus (protons and neutrons) orbited by electrons.
In our analogy, atoms of evidence are the individual data fields: an IP address, a
username, a geographic coordinate.

e Subatomic Particles: Atoms decompose into electrons (negative charge, orbiting),
protons (positive charge, nuclear), and neutrons (neutral, nuclear). These represent the
granular attributes of evidence: timestamps, hash values, encoding formats.

e Quarks: Protons and neutrons are not fundamental; they are composed of quarks,
bound by the strong nuclear force mediated by gluons. Six quark flavors exist: up,
down, charm, strange, top, and bottom. At this forensic scale, we reach metadata of
metadata: system clock calibration, network latency measurements, encoding
provenance.

The Standard Model: 17 Elementary Particles

The Standard Model of particle physics, confirmed with the Higgs boson discovery in 2012
[2], catalogs 17 elementary particles that constitute all known matter and forces:

e 6 Quarks: up (u), down (d), charm (c), strange (s), top (t), bottom (b), organized in
three generations

e 6 Leptons: electron (e ™), muon (u™), tau (™), and their corresponding neutrinos

e 4 Gauge Bosons (force carriers): photon (electromagnetic), W+ /W~ and Z° (weak
nuclear), gluon (strong nuclear)

e 1 Scalar Boson: Higgs boson (H?), the mechanism by which particles acquire mass

The Standard Model describes three of four fundamental forces: electromagnetic (photon-
mediated, infinite range), strong nuclear (gluon-mediated, confines quarks within hadrons), and
weak nuclear (W/Z-mediated, governs radioactive decay). Gravity, the fourth force, remains
outside the Standard Model, awaiting a quantum theory of gravity.

The Planck Scale: Where Classical Physics Ends

Below quarks, at the Planck length (I, ~ 1.616 x 1073% meters) and Planck time (tp ~
5.391 x 10™** seconds) [33], classical physics ceases to apply. Space-time itself becomes
quantized. This is the boundary where basic physics stops and quantum physics begins. In forensic
terms, this represents the threshold where conventional investigative methods are insufficient and
guantum-enhanced techniques become necessary.
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I11. QUANTUM MECHANICS: MATHEMATICAL FRAMEWORK

Quantum mechanics provides the mathematical formalism for describing systems at the
atomic and subatomic scale. Its principles are not merely analogies for forensic practice; they
represent a fundamentally different way of understanding reality, one that we argue is more
appropriate for the probabilistic, interconnected, and observation-dependent nature of digital
evidence.

A. Superposition

The principle of superposition states that a quantum system exists in all possible states
simultaneously until measured. A qubit (the quantum analog of a classical bit) can exist as a linear
combination of |0) and |1):

) = a|0) + B|1)where |a|* + |B]* =1 ()

The probability amplitudes a and 8 are complex numbers whose squared magnitudes give
the probability of measuring the system in state |0) or |1) respectively. The act of measurement
collapses the superposition into a definite state. The time evolution of this quantum state is
governed by the Schrodinger equation:

ih% = Hy (Time-dependent Schrodinger Equation) (8)

where # is the reduced Planck constant (h/2m), i is the wave function, and H is the
Hamiltonian operator representing total system energy. In forensic terms, each piece of evidence
exists in superposition: it is simultaneously potentially incriminating (e|guilty)) and potentially
exculpatory (f]innocent)) until rigorous scientific analysis (measurement) collapses it to a
definitive classification. This is precisely why the Confusion Matrix approach is essential: the
"measurement” must be scientifically valid to ensure the collapse produces a True Positive or True
Negative, not a False Positive that wrongly implicates an innocent person.

B. Entanglement

Quantum entanglement occurs when two or more particles become correlated such that the
guantum state of each particle cannot be described independently. The Bell state represents a
maximally entangled pair:

|@*) = 5 (100) + [11)) ©)

Measuring one qubit as |0) instantly determines its entangled partner as |0), regardless of
spatial separation. Einstein famously called this "spooky action at a distance,” but experiments by
Aspect et al. (1982) [3] confirmed Bell inequality violations [4], proving entanglement is a real
physical phenomenon, not a hidden variable artifact.

In forensic terms, evidence entanglement means that classifying one piece of evidence
propagates certainty to connected artifacts. When a financial record (E01) is confirmed as
fraudulent (collapsed from superposition to “criminal™), all entangled evidence items (shipping
records EO2, IP logs EO03, communication metadata E04) experience correlated shifts in their
probability distributions. This collective observation through Fact of Relevancy, Relevancy in Fact,
and elimination of Fact in Issue produces the entangled evidentiary whole that constitutes
Substantial Conclusive Evidence.
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C. Heisenberg Uncertainty Principle

Ax - Ap = g(Position-Momentum Uncertainty) (10)

AE - At = Z(Energy-Time Uncertainty) (11)

These are not limitations of measurement instruments but fundamental properties of nature
[5]. In forensic practice, the Uncertainty Principle manifests as the inherent tension between
identifying a cybercriminal's precise location (IP geolocation, physical address) and their
momentum (speed, direction, and trajectory of criminal activity). Greater precision in one
dimension necessarily reduces precision in the other. This is why probabilistic certainty, rather than
absolute certainty, is the appropriate standard for cyber attribution, and why the Dual-Proof System
is necessary to achieve "beyond reasonable doubt" through converging evidence streams.

D. Wave-Particle Duality
1 = - (de Broglie Wavelength) (12)

Every quantum entity exhibits both wave and particle properties. The double-slit
experiment demonstrates this duality: individual particles create an interference pattern
characteristic of waves when not observed at the slits, but behave as discrete particles when
measured. In forensic terms, evidence is both discrete data (particle nature: a specific log entry,
transaction record, or file hash) and contextual pattern (wave nature: behavioral trends, anomalous
distributions, temporal correlations). The investigator must analyze both natures to achieve
complete understanding.

E. Quantum Tunneling

V2m(Vy—E) (13)

T ~ e %% where k = -

Quantum tunneling is the phenomenon whereby a particle traverses a potential barrier that
it classically should not be able to overcome. The transmission probability T decreases
exponentially with barrier width d and height (V, — E), but is never zero for any finite barrier. In
cybercrime, tunneling represents the perpetrator's ability to bypass security controls that should
theoretically prevent access: zero-day exploits tunnel through patched defenses, social engineering
tunnels through human security barriers, and insider threats tunnel through access controls from
within. The probability of barrier breach is never zero, which is why defense-in-depth and
continuous monitoring are essential.

IV. QUANTUM COMPUTING: APPLICATION AND ADOPTION IN FORENSICS
A. From Classical Bits to Qubits

Classical computing processes information as deterministic bits (0 or 1). Quantum
computing exploits superposition and entanglement to process information as qubits, which exist in
superposition of |0) and |1) simultaneously. This enables quantum parallelism: a system of n qubits
can represent 2™ states simultaneously, providing exponential computational advantages for
specific problem classes [31], [32], [34].

Quantum Gates and Circuits

[0)+]1)

o Hadamard Gate (H): Creates superposition from a definite state: H|0) = 7
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e CNOT Gate: Entangles two qubits; flips target qubit if control qubit is |1)

o Toffoli Gate: Universal reversible gate, enables classical computation within quantum
circuits

e Phase Gates (S, T, Z): Rotate qubit phase without changing measurement probabilities
B. Algorithms of Forensic Relevance

e Shor's Algorithm [6]: Factors integers in 0((logN)?) time, threatening RSA, ECC, and
Diffie-Hellman cryptographic systems that protect evidence integrity and
confidentiality

o Grover's Algorithm [7]: Searches unsorted databases in O(vN) time, providing
quadratic speedup for evidence search, pattern matching, and hash collision detection

e Variational Quantum Eigensolver (VQE): Hybrid classical-quantum optimization
applicable to forensic clustering and anomaly detection

e Quantum Approximate Optimization Algorithm (QAOA): Combinatorial optimization
for criminal network analysis and optimal resource allocation in investigations

e Quantum Machine Learning: Quantum Support Vector Machines (QSVM), quantum
neural networks, and quantum clustering algorithms that can process forensic datasets
exponentially faster

V. QUANTUM CRYPTOGRAPHY: IMPLEMENTATION FOR EVIDENCE
INTEGRITY

A. Quantum Key Distribution

Quantum Key Distribution (QKD) provides information-theoretically secure key exchange,
with security guaranteed by the laws of physics rather than computational complexity assumptions.
The BB84 protocol [8] encodes information in the polarization states of individual photons, using
two conjugate bases. Any eavesdropping attempt necessarily disturbs the quantum states, alerting
legitimate parties to the intrusion. The E91 protocol exploits entangled photon pairs and Bell
inequality testing to detect eavesdropping.

For forensic applications, QKD enables tamper-evident evidence transmission between
forensic laboratories, courts, and law enforcement agencies. Any attempt to intercept or modify
evidence during transmission would be immediately detectable, providing a quantum-guaranteed
chain of custody for evidence in transit.

VI. QUANTUM FORENSICS: THE THEORETICAL FRAMEWORK

This section presents the core theoretical contribution of this paper: the Quantum Forensics
paradigm. We define the field, establish the physics-to-forensics bridge, develop the Dual-Proof
System, introduce the Confusion Matrix evidence framework, present the Three-Dimensional Skill
model, and state formal propositions. This framework serves the fundamental purpose of proving
evidence in cyber crimes scientifically and inferentially, ensuring that the holistic 360-degree
evaluation of any Person of Interest protects the innocent while identifying the guilty.
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A. Definition of Quantum Forensics

Quantum Forensics is the application of quantum physics principles in forensic science,
particularly to enhance digital investigations. It explores how quantum computing can improve data
encryption, decryption, and the analysis of vast amounts of complex data. Quantum Forensics has
the potential to break current cryptographic systems and help investigate encrypted
communications, while simultaneously improving the accuracy of measurements and evidence
analysis using quantum properties such as superposition and entanglement. This emerging field
blends quantum theory with digital forensics to tackle present and future cyber threats and crimes.

In Quantum Forensics, the principles of Quantum Mechanics revolutionize how evidence is
collected, preserved, analyzed, and presented in cyber crime cases. Using quantum encryption
methods based on superposition and entanglement, practitioners can secure data transmission and
track unauthorized access in real time. In evidence collection, quantum computing analyzes
complex datasets faster and with higher accuracy, enabling better detection of digital footprints.
When substantiating evidence, the uncertainty principle highlights the challenges in pinpointing
cybercriminals' actions with absolute certainty, but empowers investigators to use probabilities and
patterns to support their findings with scientific rigor.

In Quantum Physics, certainty refers to the level of precision achievable about a particle's
properties. Due to the Heisenberg Uncertainty Principle, it is impossible to know both position and
momentum with complete accuracy simultaneously. Instead, quantum mechanics deals with
probabilities, predicting the likelihood of a particle being in a particular state. In Quantum
Forensics, certainty similarly revolves around probabilities when analyzing digital evidence.
Quantum computing provides highly probable results based on patterns and quantum algorithms,
meaning forensic investigators rely on probabilistic certainty to substantiate evidence, especially in
cases involving encryption analysis, anomaly detection, and attribution where absolute certainty
may not be achievable. Fig. 1 illustrates the compositional hierarchy from matter to Quantum
Forensics, and Fig. 2 maps eight fundamental physics laws to forensic evidence dynamics.

Quantum Forensics in Cybercrime Investigation and Digital Forensics



FROM MATTER TO QUANTUM FORENSICS

The Physics-to-Evidence Hierarchy: Where Classical Physics Stops and Quantum Begins
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Figure 1. From Matter to Quantum Forensics: The compositional hierarchy with forensic parallels
at each scale.

PHYSICS-TO-FORENSICS: EIGHT FUNDAMENTAL MAPPINGS

Classical and Quantum Physics Principles Applied to Digital Evidence Dynamics
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Figure 2. Eight Fundamental Physics Laws Mapped to Forensic Evidence Dynamics.
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D. Quantum Principles Mapped to Evidence: Superposition, Entanglement, and the
Confusion Matrix

The quantum principles developed in Section Il now find their forensic expression.
Critically, these mappings integrate with the Confusion Matrix framework to ensure that the
"collapse” of evidence from superposition to classification is scientifically valid.

Individual Evidence in Superposition (the TP/FP/TN/FN Challenge)

Each piece of evidence individually exists in superposition: it is simultaneously potentially
incriminating AND potentially exculpatory until scientific analysis collapses it to a definitive state.
This duality connects directly to Quantum Physics (wave-particle duality), Quantum Mechanics
(superposition), Calculus (the rate of probability change as analysis progresses), and Newton's
Laws (the force required to overcome evidence inertia).

Before analysis, every evidence item occupies all four quadrants of the Confusion Matrix
simultaneously:

e It might be a True Positive (genuinely incriminating, correctly flagged)

e It might be a False Positive (innocent activity wrongly appearing criminal, the gravest

injustice)

e It might be a True Negative (genuinely innocent, correctly cleared)

e It might be a False Negative (genuinely criminal but appearing innocent, the most

dangerous oversight)

The act of scientific analysis (the "measurement” in quantum terms) collapses this
superposition. The quality of that analysis determines whether the collapse produces the correct
classification. This is why STEM-based empirical proof is essential: it provides the scientific rigor
to ensure evidence superposition collapses to the true state, not an artifact of bias, haste, or
investigative tunnel vision.

Collective Evidence as Entanglement (Fact of Relevancy)

When all evidence items are evaluated collectively, they become entangled. Entanglement
connects evidence through three mechanisms:

e Fact of Relevancy: Does this particular fact relate to the case? Is there a connection
between this evidence item and the matter under investigation?

e Relevancy in Fact: Is the relevance itself factual and proven, not assumed or inferred
without basis?

e Fact in Issue: Contested facts that remain unresolved. False positives, false negatives,
and true negatives become facts in issue that must be resolved through the dual-proof
method before they can contribute to or detract from the evidentiary whole.

When entangled evidence items are observed collectively, classifying one propagates
certainty to connected items, just as measuring one entangled particle instantly determines the state
of its partner. Confirming fraud on one account (collapsing its superposition to TP) instantly shifts
the probability distributions of all linked accounts, shipping records, and communication patterns.
This collective entanglement, with false positives eliminated and false negatives recovered,
produces SUBSTANTIAL CONCLUSIVE EVIDENCE (Fig. 3).

Quantum Forensics in Cybercrime Investigation and Digital Forensics
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QUANTUM EVIDENCE MODEL

Superposition, Observation Collapse, and Evidence Entanglement

PHASE 1: SUPERPOSITION — Evidence in Multiple Interpretive States Until Observed
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FORENSIC OBSERVATION / ANALYSIS — Collapse to Definitive State
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PHASE 3: ENTANGLEMENT — Classified Evidence Connected Through Legal Relevancy

Fact of Relevangy Relevancy in Fact

SUBSTANTIAL CONCLUSIVE EVIDENCE

Primary + Secondary + Corroborative + Circumstantial + Negative - Beyond Reasonable Doubt

Figure 3. Quantum Evidence Model: Individual superposition collapses through analysis, then
entangles through Fact of Relevancy.

Routine Activity Theory Through the Quantum Lens

Routine Activity Theory posits that crime occurs at the convergence of three elements: a
Motivated Offender, a Suitable Target, and the Absence of a Capable Guardian. Through the
guantum lens, this becomes: cybercrime thrives on digital inertia, where motivated offenders
encounter visible, vulnerable targets with unmet needs, easy opportunities, weak controls, and
exposed attack vectors, enabling seamless exploitation with little resistance. The "inertia" of weak
security (Newton's First Law) persists until the external force of capable guardianship overcomes it.

E. The Certainty Spectrum

The Quantum Forensics framework operates along a Certainty Spectrum: from Absolute
Certainty (classical physics, legal "beyond reasonable doubt™) to Probabilistic Certainty (quantum
mechanics, pattern-based inference). Neither extreme is achievable in isolation for cyber crime
investigation. The Dual-Proof System bridges this spectrum: Inferential Proof provides narrative
certainty (meeting the legal standard through FIRREAC), while Empirical Proof provides
mathematical and probabilistic certainty (meeting the scientific standard through STEM). When
both converge, the combined certainty achieves the equivalent of "beyond reasonable doubt"
through reproducible, verifiable means.

F. The Dual-Proof System
The Dual-Proof System is the core methodological innovation of Quantum Forensics:

o INFERENTIAL PROOF (Qualitative, narrative, judgment-based): Answers "Do the
facts, when connected through evidence, establish guilt beyond reasonable doubt?"
Covers FIRREAC analysis, evidence chain links, alternative elimination, Modus
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Operandi, Mens Rea (guilty mind), Actus Reus (wrongful act), and Prima Facie
determination. Connects Facts to Laws to Evidence.

o EMPIRICAL PROOF / STEM (Quantitative, objective, reproducible): Answers "Can
the evidence be mathematically and scientifically demonstrated to be non-
coincidental?" Covers Locard's Exchange Principle validation, RFC 1918 network
proof, ML fraud detection, joint probability analysis, chi-squared hypothesis testing,
graph theory, OLS regression, and the full Confusion Matrix evaluation.

Together, these dual validations transform qualitative evidence assessment to
SCIENTIFICALLY SUBSTANTIATED, providing a quantitative mathematical foundation for the
prima facie determination that is reproducible, verifiable, and independent of analyst judgment.
This is the holistic 360-degree evaluation that ensures no false POI is coined as Suspect, no wrong
forensic investigation is conducted, and the actual POI is not left unidentified (Fig. 4).

THE DUAL-PROOF CONVERGENCE PARADIGM

Quantum Forensics: Two Paths to Substantial Conclusive Evidence

INFERENTIAL PROOF EMPIRICAL PROOF (STEM)
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SUBSTANTIAL CONCLUSIVE EVIDENCE

Prima Facie — Beyond Reasonable Doubt

"STEM proves the evidence IS real. Investigation proves what it MEANS."
Figure 4. The Dual-Proof Convergence Paradigm: Inferential and Empirical proof streams
converge for Substantial Conclusive Evidence.
G. Evidence Sources in the Quantum Age

Quantum Forensics must accommodate evidence from an expanding ecosystem of digital
and physical sources. The modern cybercrime landscape generates evidence across the source
categories summarized in Table 2:

Table 2. Evidence Sources in the Quantum Forensic Age: Source Categories, Data Types, and
Analytical Approaches

- - - +
Server logs, database records, email, Structured Supervised ML ‘

I'T Systems cloud platforms, ERP/CRM Bayesian
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ADA, ICS, PL facturi . . .
OT Systems S€ ] CS, PLCs, manufacturing Structured/Semi Time-series + Anomaly
execution systems
ing +
loT Devices Sen§ors, wearables, conn.ected Semi-structured Streamlng Edge
vehicles, smart home, chips analysis
Social Media / Platform data, forums, dark web, NLP + Graph +
. Unstructured .
OSINT paste sites, code repos Unsupervised
- H +
Messaging Encr.ypted/unencrypted.messaglng, Unstructured NLP -Metadata
Channels email, VolIP, collaboration analysis
Aerial data, flight | locati . .
Drones / erial data, flight logs, geolocation, Semi-structured Geospatial + Temporal
Unmanned onboard sensors
DLT i il .
Blockchain entries, cryptocurrency trails, Structured Graph + Tracing
smart contract logs

Each evidence item from any source enters the Quantum Forensics framework in a state of
superposition, undergoes individual STEM analysis (Empirical Proof) and legal evaluation
(Inferential Proof), and is classified through the Confusion Matrix before contributing to the
entangled evidentiary whole.

H. The Three-Dimensional Skill Framework

Effective Quantum Forensics practice requires practitioners with three types of skills
working in concert:

e Trade Skills / Vertical Skills (HOW to do it): Using OSINT tools, forensic acquisition
tools, log analysis platforms, payment tracing systems, blockchain analyzers, network
forensic tools, ML model building, data pipeline construction, and visualization. These
are the practical, technical capabilities.

e Domain Skills / Vocational Skills (WHAT professional field it belongs to): Cyber
Crime investigation methodology, Cyber Law (national and international legal
frameworks), Cyber Intelligence (threat intelligence, attribution), Open Source
Intelligence (OSINT/SOCMINT), Fraud Investigation (financial crime, identity fraud),
and Digital Forensics (evidence handling, chain of custody).

e Horizontal Skills / Business Knowledge (IN WHICH business or industry it is applied):
Supply Chain (logistics abuse, warehouse fraud, delivery fraud), eCommerce
(marketplace fraud, seller fraud, buyer fraud, refund abuse), Financial Services
(payment fraud, money laundering, AML), plus Industry Context, Organizational
Context, and Business Unit Context.

Trade skill is how to do it. Domain skill is what professional field it belongs to. Horizontal
skill is in which business or industry it is applied. The absence of any single dimension produces
incomplete forensic analysis. A technically skilled investigator (Trade) with legal knowledge
(Domain) but no business understanding (Horizontal) may correctly identify anomalies but fail to
recognize whether they represent genuine fraud or legitimate business patterns invisible without
business context. Similarly, a business expert (Horizontal) with legal knowledge (Domain) but no
technical skills (Trade) cannot extract or analyze digital evidence. Only at the intersection of all
three dimensions does the complete Quantum Forensics Practitioner emerge (Fig. 5).
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THREE-DIMENSIONAL SKILL FRAMEWORK
Convergence of Trade, Domain, and Horizontal Competencies in Quantum Forensics
TRADE SKILLS / VERTICAL ( HOW to do it)

* OSINT Tools
+ Forensic Imaging
* ML Model Building
» Payment Tracing
* Log Analysis

DOMAIN SKILLS
/ VOCATIONAL

HORIZONTAL
SKILLS / BUSINESS

+ eCommerce
* Supply Chain

+ Financial Services
* Logistics
+ Insurance

* Cybercrime
* Cyber Law
* OSINT/SOCMINT
* Fraud Investigation
+ Digital Forensics

( WHAT field ) ( WHERE applied )

Pﬂade skill = HOW to do it - Domain skill = WHAT professional field - Horizontal skill = WHERE in industn,]

Figure 5. Three-Dimensional Skill Framework: Trade, Domain, and Horizontal skills converge in
the Quantum Forensics Practitioner.

I. Formal Propositions of Quantum Forensics

Based on the theoretical framework developed above, we state the following formal
propositions:

Proposition 1 (Evidence Inertia): Digital evidence remains in a state of forensic rest
(dormant, unanalyzed) until an external investigative force exceeding the evidence's inertial
threshold is applied. Once activated, the evidence maintains investigative momentum proportional
to the applied force, diminished only by degradation (decoherence) and obstruction (anti-forensics).

Proposition 2 (Forensic Force): The investigative force generated by evidence analysis is
the product of data mass and analytical acceleration (F = mgaca X Qanalysis)- Analytical
acceleration can be amplified through technology (Al, quantum computing), methodology
(FIRREAC, CRISP-DM), and expertise (Three-Dimensional Skills). A small dataset with high
analytical acceleration can generate greater forensic force than a massive dataset with low
acceleration.

Proposition 3 (Evidence Momentum): The investigative kinetic energy of evidence is
proportional to its data mass and the square of its corroboration velocity (KE :%mvz). The
guadratic dependence on corroboration velocity means that rapid cross-source validation has an
exponentially greater impact on investigative momentum than simply accumulating more data.

Proposition 4 (Dual-Proof Convergence): Substantial Conclusive Evidence sufficient for
prima facie determination beyond reasonable doubt requires the independent convergence of
Inferential Proof (legal reasoning through FIRREAC) and Empirical Proof (scientific validation
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through STEM). Neither method alone is sufficient; their convergence produces evidence strength
greater than the sum of its parts.

Proposition 5 (Evidence Conservation): Digital evidence is never truly destroyed; it
transforms from one state to another. The total informational content of an evidence ecosystem
remains constant, although its accessibility, coherence, and forensic utility may degrade through
decoherence. Comprehensive forensic analysis exploiting multiple evidence states can always
recover forensically useful information.

Proposition 6 (Justice Through Science): The Confusion Matrix framework ensures that
forensic analysis simultaneously maximizes True Positives (identifying the guilty) and True
Negatives (clearing the innocent) while minimizing False Positives (wrongly accusing the
innocent) and False Negatives (failing to identify the guilty). No investigative methodology that
does not systematically address all four quadrants can claim to serve justice.

VII. ARTIFICIAL INTELLIGENCE IN DIGITAL FORENSICS: APPLICATION
AND GOVERNANCE

Acrtificial Intelligence and Machine Learning represent the technological vanguard of the
Empirical Proof methodology. Their role in Quantum Forensics is to enhance True Positive
detection while minimizing False Positive generation, directly serving the foundational principle
that no innocent person should be wrongly accused.

A. ML Applications in Forensic Analysis

e Fraud Detection: Random Forest, XGBoost, Gradient Boosting, and Neural Network
classifiers trained on historical fraud patterns to identify anomalous transactions,
behaviors, and network connections

o Natural Language Processing: Multi-language OSINT analysis, dark web content
classification, sentiment analysis of communications, automated entity extraction from
unstructured text

e Computer Vision: Image forensics for document fraud detection, counterfeit product
identification, steganography detection, and visual pattern recognition

e Graph Neural Networks: Criminal network mapping, money laundering flow detection,
collusion pattern identification, and relationship inference from transaction graphs

e Anomaly Detection: Unsupervised learning (Isolation Forest, DBSCAN, autoencoders)
for identifying novel attack patterns without labeled training data

e Evidence Triage: Al-powered prioritization of evidence items by relevance, enabling

investigators to focus on high-value artifacts while ensuring no critical evidence is
overlooked (minimizing False Negatives)

B. Al Governance Frameworks

The deployment of Al in forensic contexts requires rigorous governance to ensure that Al-
derived conclusions meet admissibility standards and do not introduce bias that could lead to False
Positive accusations:

o EU Al Act (2024) [10]: Classifies law enforcement Al as "high-risk,” requiring
conformity assessments, human oversight, transparency documentation, and
fundamental rights impact assessments
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e NIST Al Risk Management Framework [11]: Provides structured approach to
identifying, assessing, and mitigating Al risks across the Al lifecycle

e OECD Al Principles [12]: Emphasize transparency, explainability, robustness, safety,
accountability, and inclusiveness

e UNESCO Recommendation on Al Ethics [13]: Addresses human rights, diversity,
environmental sustainability, and proportionality in Al deployment

C. Responsible Al in Forensics

Responsible Al is not merely an ethical aspiration; it is a forensic necessity. Al systems
used in investigations must satisfy:

e Fairness: Models must not discriminate based on protected characteristics. Bias in
training data (historical over-policing of certain communities, demographic skews)
must be actively identified and mitigated to prevent False Positive generation against
vulnerable groups.

e Explainability: Every Al-derived conclusion must be interpretable by human
investigators, legal counsel, and judges. "Black box" outputs are insufficient for
judicial proceedings.

e Human-in-the-Loop: Al assists but does not replace human judgment. Final
classification decisions (TP/FP/TN/FN) must involve qualified human review.

o Reproducibility: Al analyses must be reproducible by independent experts, supporting
the Empirical Proof requirement of verifiability.
The Confusion Matrix metrics (Precision, Recall, F1, MCC) provide objective measures of
Al forensic tool performance, enabling courts and oversight bodies to evaluate whether an Al
system meets the threshold for forensic use.

VIl1. BLOCKCHAIN IN DIGITAL FORENSICS: EXECUTION AND
IMPLEMENTATION

A. Blockchain Architecture for Chain of Custody

Traditional chain of custody relies on paper-based records and human attestation, creating
vulnerabilities to tampering, loss, and dispute. Blockchain technology offers an immutable,
distributed, and cryptographically secured alternative. Each evidence handling event (collection,
transfer, analysis, storage, presentation) is recorded as a block containing a timestamp, handler
identity, action performed, evidence hash, and the cryptographic hash of the previous block,
creating an unbreakable chain.

B. CIA+A and IAAA Principles
The blockchain chain of custody implements expanded security principles:

e CIA+A (Confidentiality, Integrity, Availability + Authenticity): The expanded CISSP
2026 framework ensures evidence is accessible only to authorized parties
(Confidentiality), has not been altered (Integrity), is available when needed for judicial
proceedings (Availability), and can be verified as genuine (Authenticity).

o |AAA (Identification, Authentication, Authorization, Accountability): Every actor in
the evidence chain must be identified, authenticated, authorized to perform specific
actions, and held accountable through immutable audit trails.
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C. Smart Contracts for Evidence Governance

Smart contracts automate evidence handling rules: automatic alerts when evidence
approaches retention deadlines, automated access logging, conditional release of evidence to
authorized parties, and programmatic enforcement of jurisdictional restrictions. This "provenance
by design" approach frames evidence integrity from design rather than as an afterthought, ensuring
that the chain of custody is inherent in the evidence handling system rather than layered on top.

D. GDPR Right to Erasure vs. Blockchain Immutability

A critical tension exists between the GDPR's right to erasure (Article 17) and blockchain's
fundamental immutability. The resolution lies in architectural design: storing evidence hashes and
metadata on-chain (immutable and non-personal) while maintaining actual evidence content in off-
chain encrypted storage where deletion can be effected. The on-chain hash becomes a "tombstone"
record, proving that evidence existed and was handled properly while respecting the data subject's
rights when lawful bases for processing expire. Table 3 compares traditional and blockchain-based
chain of custody across these criteria.

Table 3. Comparative Analysis: Traditional vs. Blockchain-Based Chain of Custody

- Vulnerable to alteration, loss, and Cryptographically immutable; any
Immutability . S . .
dispute alteration invalidates the chain
Limited to parties with physical Distributed; all authorized parties have
Transparency . o
access to records real-time visibility
s Requires physical transfer and Federated architecture enables cross-
Cross-Jurisdiction o . .
notarization border evidence sharing
. Smart contracts automate handling rules
Automation Manual processes, human error prone
and alerts
GDPR Can delete records (may compromise  Off-chain data deletion with on-chain hash
Compliance integrity) tombstones

IX. STEM-DRIVEN EVIDENCE ANALYSIS: THE EMPIRICAL PROOF
METHOD

This section presents the complete Empirical Proof toolkit, organized by analytical
function. Each statistical method is proven with worked forensic examples and explicitly mapped

to its role in True Positive confirmation and False Positive elimination. The four-layer analytics
architecture connects each method to its investigative purpose (Fig. 6):

e DETECTIVE Layer (What happened?): Descriptive Statistics, Central Tendency,

Dispersion

o DIAGNOSTIC Layer (Why did it happen?): Probability Theory, Distributions,
Correlation

e PREDICTIVE Layer (Will it happen again?): Hypothesis Testing, Chi-Squared,
Regression

e PRESCRIPTIVE Layer (What should we do?): Monte Carlo, FAIR, Risk
Quantification
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FOUR-LAYER ANALYTICS PYRAMID

From Detective Analytics to Prescriptive Data Science in Quantum Forensics

PRESCRIPTIVE
"What should we do?"

Monte Carlo Simulation, FAIR Framework,
Risk Quantification, Decision Models

DATA
SCIENCE

PREDICTIVE
"Will it happen again?"
Hypothesis Testing, Chi-Squared (Contingency +
Goodness of Fit), OLS Regression,
Confidence Intervals (95%, 99%)

DIAGNOSTIC
"Why did it happen?"

Probability Theory, Conditional Probability, Bayes' Theorem,
Distributions (Normal, Poisson, Log-Normal), Correlation

|
IDITOOL 4004d TVOIIIdINA

DETECTIVE
"What happened?"

Descriptive Statistics, Central Tendency, Dispersion,
Z-scores, Anomaly Detection, EDA

DATA
ANALYTICS

Descriptive Statistics (Quantitative) — Inferential Statistics (Qualitative via Quantum Forensics)

Figure 6. Four-Layer Analytics Pyramid: The Empirical Proof Toolkit.
A. The Confusion Matrix in Forensic Evidence Evaluation

Before proceeding to individual statistical methods, we formalize the Confusion Matrix
metrics that serve as the overarching quality framework for all empirical analysis:

TP
TP+FP

Precision = (21)

Precision answers: "Of all evidence items we flagged as criminal, what proportion is
genuinely criminal?" High precision means few innocent activities are wrongly flagged. In forensic
terms, Precision protects the innocent.

TP
TP+FN

Recall (Sensitivity) = (22)

Recall answers: "Of all actual criminal activity, what proportion did we detect?" High
recall means few criminal activities escape detection. In forensic terms, Recall identifies the guilty.

2x(PrecisionxRecall)

F1-Score = (23)

Precision+Recall

The F1-Score is the harmonic mean, balancing both objectives. A forensic methodology
with high precision but low recall would clear all innocents but let many criminals escape. One
with high recall but low precision would catch all criminals but also wrongly accuse many
innocents. The F1-Score demands excellence in both dimensions.

TPXTN-FPXFN

MCC = /(TP+FP)(TP+FN)(TN+FP)(TN+FN)

(24)

The Matthews Correlation Coefficient is the gold standard metric for imbalanced datasets
(where criminal activity is rare relative to legitimate activity, typically 1-5% prevalence). MCC
ranges from -1 (complete misclassification) through 0 (random) to +1 (perfect classification). An
MCC above 0.7 indicates strong forensic classification performance.
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PR-AUC = Area Under the Precision-Recall Curve (25)

For anomaly detection in forensics, PR-AUC is more informative than ROC-AUC because
it focuses on the minority class (criminal activity) rather than being dominated by the majority class
(legitimate activity). A PR-AUC above 0.8 indicates the model reliably distinguishes True
Positives from False Positives across all threshold settings.

Worked Example: In an eCommerce fraud investigation, an ML model evaluates 10,000
transactions:

TP =230 (correctly identified fraudulent transactions)

FP = 20 (legitimate transactions wrongly flagged as fraud)
TN = 9,700 (correctly identified legitimate transactions)
FN =50 (fraudulent transactions that escaped detection)

Precision = 232;()20 = 0.920 (92.0%): Only 8% of flagged transactions are False
Positives
Recall = % = 0.821 (82.1%): 82.1% of actual fraud was detected
F1 = 2%(0.920%0.821) = 0.868
0.920+0.821
MCC = 230X9700—-20%50 = 0861
V250%280%x9720x9750

This demonstrates strong forensic performance: high precision protects innocents (few FP),
while good recall identifies most criminals (manageable FN requiring additional analysis).

B. Measures of Central Tendency (Detective Layer)

Consider 10 suspicious transactions flagged for investigation: $150, $200, $180, $5,000,
$175, $190, $160, $4,800, $170, $185.

2% $L210 — $1,121.00. Note how the outliers (85,000 and

$4,800) dramatically skew the mean, illustrating why central tendency alone is
insufficient for forensic analysis.

Median: Ordering the values and taking the middle: $182.50. More robust than the
mean for fraud detection because it resists outlier influence. The gap between mean

($1,121) and median ($182.50) itself signals bimodal distribution, a forensic indicator
of two distinct transaction populations.

Arithmetic Mean: u =

Mode: No repeated values in this sample, but in larger forensic datasets, modal
analysis reveals preferred fraudulent amounts (e.g., transactions clustering just below
review thresholds).

Weighted Mean: y,, = % When evidence items carry different confidence levels,
the weighted mean adjusts for evidence strength. With primary evidence weighted 1.0
and secondary weighted 0.6: the weighted mean shifts toward primary-evidence

transactions.
Geometric Mean: ([Tx;)*/™. Applied to growth rates in financial fraud: if fraud losses
grew 20%, 45%, and 60% over three quarters, the geometric mean growth rate is

(1.20 x 1.45 x 1.60)/3 — 1 = 39.4% per quarter, more accurate than the arithmetic
mean of 41.7%.
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n
X1/x;
transactions at 500, 300, and 250 per hour, the harmonic mean is

e Harmonic Mean: . Applied to averaging rates: if three forensic systems process

3
1/500+1/300+1/250

327.3 transactions per hour, the true average processing rate.
C. Measures of Dispersion (Detective Layer)
Using the same 10-transaction dataset:

e Range: R = Xpax — Xmin = $5,000 — $150 = $4,850. The extreme range confirms
the presence of outliers.

e Sample Variance: s? = Zxim®)? _ $35726,460
’ n-1 9

reflects the bimodal nature of the data.

e Standard Deviation: s =+/s2 = $1,992.30. Transactions more than 2 standard
deviations from the mean warrant investigation.
$1,992.30

e Coefficient of Variation: CV=%><100%= o X 100% = 177.7%. A CV

above 100% confirms extreme heterogeneity in the dataset, typical of fraud-
contaminated data.

e Interquartile Range: Q; = $170 (25th percentile), Q5 = $200 (75th percentile),
IQR = $30. Outlier fences: Lower = Q; — 1.5 X IQR = $125, Upper = Q3 + 1.5 X
IQR = $245. Both $5,000 and $4,800 far exceed the upper fence, confirming them as
statistical outliers requiring forensic investigation.

= $3,969,607. The massive variance

Z-Scores: The Gateway to Anomaly Detection
_ XK
Z=— (26)

A transaction of $5,000 with u = $1,121 and o = $1,992.30 yields Z = % =

1.95. This approaches the 95% significance threshold (Z > 1.96). At the 99% level (Z > 2.576)
and 99.9% level (Z > 3.291), progressively stricter anomaly thresholds apply. In forensic terms, a
Z-score exceeding 1.96 means there is less than a 5% probability that the observation occurred by
chance, providing initial statistical basis for flagging as a potential True Positive.

e Skewness: A positive skewness indicates a right-skewed distribution, typical of fraud
datasets where most transactions are legitimate (clustered left) but a long right tail
contains high-value fraudulent transactions.

o Kurtosis: Leptokurtic (excess kurtosis > 0) distributions have heavier tails than normal,
meaning extreme values (both very high and very low) are more likely than expected.
Fraud-contaminated datasets are typically leptokurtic.

D. Probability Theory (Diagnostic Layer)
1. Classical Probability

favorable outcomes

P(A) =

250
P(Fraud) = 10,000

2. Conditional Probability

. In a dataset of 10,000 transactions with 250 confirmed fraud:

total outcomes

= 0.025 (2.5%). This baseline probability is the "prior" in Bayesian analysis.

P(ANB)

P(A|B) ==

(27)
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If P(Fraud N High-value) = 0.015, P(High-value) = 0.08, then P(Fraud |

High-value) = 000—01; = 0.1875 = 18.75%. Compare to unconditional P(Fraud) = 2.5%: a 7.5x

increase. This conditional probability transforms the evidence from background noise to a focused
forensic indicator, shifting its superposition toward True Positive.

3. Mutually Exclusive Events

P(AUB) = P(A) + P(B) when An B = @. If shipping fraud and payment fraud cannot
co-occur on the same transaction, their combined probability is additive. However, if they CAN co-
occur (as they frequently do in organized fraud), the events are NOT mutually exclusive and their
overlap must be accounted for: P(AU B) = P(A) + P(B) — P(AN B).

4. Independence and Entanglement Detection

If IP spoofing (P = 0.03) and identity theft (P = 0.05) are truly independent: P(both) =
0.03 x 0.05 = 0.0015. But if observed co-occurrence is 0.008 (5.33x expected), the events are
NOT independent. This excess co-occurrence is statistical evidence of entanglement: coordinated
criminal activity linking the two behaviors. The ratio of observed to expected co-occurrence
(5.33x) quantifies the entanglement strength.

5. Bayes' Theorem: The Mathematical Heart of Quantum Forensics

P(Evidence|Fraud)xP(Fraud)
P(Evidence)

P(Fraud | Evidence) = (28)

Bayesian inference is the mathematical analog of quantum superposition collapse. Each
new piece of evidence updates the probability distribution, narrowing the superposition until a
definitive classification emerges:

Iteration 1 (Prior state): P(Fraud) = 0.025 (baseline 2.5%). P(Evidence; | Fraud) =
0.92 (evidence pattern appears in 92% of fraud cases). P(Evidence, | Legitimate) = 0.04 (same
pattern in only 4% of legitimate cases). P(Evidence;) = 0.92 x 0.025 + 0.04 X 0.975 = 0.062.

POSTERIOR: P(Fraud | E;) = %2';25 = 0.371 (37.1%). The first evidence observation has

partially collapsed the superposition from 2.5% to 37.1%.

Iteration 2 (Updated prior = 0.371): P(E, | Fraud) = 0.88. P(E, | Legitimate) = 0.06.
P(E,) = 0.88 X 0.371+ 0.06 X 0.629 = 0.364. POSTERIOR: P(Fraud | Ey, E;) = 2221 =
0.896 (89.6%). The second evidence observation further collapses superposition.

Iteration 3 (Updated prior = 0.896): P(E5 | Fraud) = 0.95. P(E; | Legitimate) = 0.03.

P(E3) = 0.95 x 0.896 + 0.03 x 0.104 = 0.854. POSTERIOR: P(Fraud | E, Ey, E3) =

0.95%0.896
0.854

collapsed: the probability of fraud is 99.7%, crossing the "beyond reasonable doubt" threshold.

= 0.997 (99.7%). After three evidence observations, the superposition has effectively

This Bayesian updating process IS quantum forensics in action: each evidence observation
collapses the probability wave function, and the iterative nature means that the ORDER and
QUALITY of evidence matters, not just the quantity (Fig. 7).
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BAYESIAN UPDATING AS QUANTUM WAVE FUNCTION COLLAPSE

Each Evidence Observation Narrows the Probability Distribution Toward Certainty

Bayesian Posterior Updating Quantum Wave Function Collapse
99.8% Before observation:
100 99% certainty Broad superposition
___________________________________ 1 After E1: Narrowing
95% confidence === After E2: Collapsing
After E3: Collapsed
= to |fraud)
~ 801 =20
® ke
~ =
— =
: 2
£ 60 - Z s (Iw) = alfraud) + pllegit})
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Prior After After After -4 -2 0 2 4
(No Evidence) Evidence 1 Evidence 2 Evidence 3 Evidence State Space

Figure 7. Bayesian Updating as Quantum Wave Function Collapse: 2.5% to 37.1% to 89.6% to
99.7%.

6. Law of Total Probability

P(Fraud) = }; P (Fraud | Payment;) x P(Payment;). Decomposing fraud probability
by  payment  method: P(Fraud | Credit) X P(Credit) + P(Fraud | Debit) x P(Debit) +
P(Fraud | Digital Wallet) x P(Digital Wallet) + P(Fraud | Bank Transfer) x
P(Bank Transfer) + P(Fraud | Crypto) x P(Crypto). This decomposition reveals which payment
channels carry disproportionate fraud risk, guiding investigation resource allocation.

7. Binomial Distribution
P(X =k) = (i)p*(1 —p)"* (29)
The probability of exactly 3 fraudulent transactions in a batch of 20 when P(fraud per

transaction) = 0.05: P(X = 3) = (%)) x 0.05% x 0.95'7 = 1140 x 0.000125 x 0.4181 = 0.0596

(5.96%). Observing significantly more than 3 fraudulent transactions in such a batch would
constitute statistical evidence of a concentrated fraud attack (True Positive) rather than random
occurrence.

E. Discrete Probability Distributions

e Binomial: As above, for fixed-trial fraud occurrence analysis

k,—-21
e Poisson: P(X = k) =2 :'

Yo_oP (X = k) = 3.18%. Observing 10 or more fraud events in a day is sufficiently
rare to trigger an anomaly investigation (potential True Positive cluster).

e Geometric: P(X = k) = (1 —p)*~1p. Expected number of transactions before first
fraud detection: E(X) =% !

. If average fraud rate is 5 per day, P(X = 10) =1 —

by 20. If fraud is detected significantly earlier, the

investigation has enhanced sensitivity (improved Recall).
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F. Continuous Probability Distributions

(-2

e Normal Distribution: f(x) =0;me_ 262 . The Central Limit Theorem guarantees

that sample means from any distribution approach normality as n increases, enabling
Z-score and confidence interval analysis even when the underlying fraud distribution is
non-normal.

e Exponential Distribution: f(x) = 1e~**. Models time between fraud events with the
memoryless property: P(T >s+t | T >s) = P(T > t). A sudden decrease in inter-
arrival time between fraud events signals an escalating attack.

e Log-Normal Distribution: When In(X) follows N(u,0?). Financial fraud amounts
typically follow log-normal distributions, not normal. This means the logarithm of
fraud amounts is normally distributed, producing the characteristic right-skewed
distribution with heavy tails observed in most financial crime datasets.

G. Ordinary Least Squares Regression (Predictive Layer)

1. Simple Linear Regression

Yy =Bo + Bix (30)

_ 2(xi=0)(yi=y) _ Cov(X)Y)
hr= N-02  Var(X) (31)
Bo =Y — P1%x (32)

Worked Example: Predicting monthly fraud loss (Y, in thousands) based on transaction
volume (X, in thousands) from 8 months of data:

Data: (X, Y) = (100, 80), (120, 105), (90, 60), (150, 160), (130, 120), (110, 95), (140, 145),
(160, 175). Calculations: x = 125, y = 117.5, ¥.(x; — ¥)(y; — y) = 8,050, ¥.(x; — %)% = 4,200.

B1 = % = 1.917 (each additional thousand transactions is associated with $1,917 in

fraud loss). By = 117.5 —1.917 X 125 = —122.1. Model: § = —122.1 + 1.917x. Interpretation:
the positive slope confirms a systematic relationship between volume and fraud, providing
Empirical Proof of pattern (not coincidence).

2. Coefficient of Determination

2 _ Ssres
R?=1-30 (33)

R? = 0.94 means 94% of the variance in fraud loss is explained by transaction volume.
The remaining 6% is attributable to factors not in the model (seasonal patterns, specific fraud
campaigns, detection improvements). An R? this high provides strong Empirical Proof of a
systematic, non-coincidental relationship.

3. Multiple Regression
g =(X'X)"'X'Y (Matrix form) (34)
Fraud loss predicted by multiple factors: transaction volume (X;), average ticket size (X,),
return rate (X3), and new account percentage (X,). The matrix formulation enables simultaneous

estimation of all coefficients, with adjusted R? accounting for model complexity: szd]- =1-

(1-R?)(n-1)

— —7 Where k is the number of predictors.
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4. Correlation Analysis

Cov(X,Y
= Covxy)
0x0y

Jrange [—1, +1] (35)

Pearson r = 0.969 for the fraud loss example confirms a very strong positive linear
relationship. Spearman p (rank-based) handles non-linear monotonic relationships. Kendall
(ordinal concordance) is robust to outliers.

CRITICAL.: Correlation does not equal causation. In forensic analysis, a strong correlation
between two variables provides Empirical Proof of association, but establishing causation
requires Inferential Proof through FIRREAC: demonstrating mechanism (Mens Rea, Actus
Reus), eliminating alternative explanations, and connecting the correlation to legal standards
of proof.

H. Confidence Intervals (Predictive Layer)

95% Confidence Interval

g

Cl=%+196x (36)
Worked Example: Sample of 50 fraud cases, x¥ = $3,200, s = $1,500. CI = 3,200 +
1.96 x % = 3,200 + 415.69 = [$2,784.31,$3,615.69]. We are 95% confident the true mean

fraud loss lies within this interval. This provides the court with a scientifically bounded estimate
rather than a single point value.

99% Confidence Interval

_ a
Cl=%+2576x = (37)
CI = 3,200 + 2.576 x % = 3,200 + 546.57 = [$2,653.43,$3,746.57]. The wider

interval reflects higher confidence. For forensic purposes, the 99% CI provides the more
conservative (and thus more defensible) estimate.

t-Distribution for Small Samples

S
Vn
12, df =11, ty92511 = 2.201: the interval is wider than the Z-based interval, appropriately

reflecting the greater uncertainty in small-sample estimates.

When n < 30, the t-distribution replaces the normal: CI = X £ ty/; n—1 X = For n =

Confidence Interval for Proportions

C]:ﬁizm (38)

n

In 200 investigated cases, 156 confirmed fraud: p = 0.78. 95% CI. 0.78 + 1.96 x

0.78x%0.22
200

flagged cases lies between 72.3% and 83.7%, demonstrating that the flagging methodology has
high Precision.

= 0.78 £ 0.057 = [0.723, 0.837]. We are 95% confident that the true fraud rate among
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I. Hypothesis Testing (Predictive Layer)
Framework

H, (Null Hypothesis): No fraud pattern exists; observed anomalies are due to chance. H,
(Alternative Hypothesis): A statistically significant fraud pattern exists. The significance level a
(typically 0.05 or 0.01) defines the threshold for rejecting Hy.

One-Sample t-Test

_ X—Ho
t= s/n (39)

Claim: average fraud transaction is $3,000. Sample: n = 25, x = $3,450, s = $800.

3,450-3,000 _ 450 _ : _ . _ :
t = W =Te0 = 2.8125. With df = 24, critical t(0_025, 24) = 2.064. Since 2.8125 >

2.064, we reject H, at the 95% confidence level. p-value = 0.0096 < 0.05: statistically
significant. The observed average is not due to chance, constituting Empirical Proof of systematic
fraud elevation.

Type I and Type 11 Errors in Forensic Context

Type | Error (& = P(Reject Hy | H, true)) = False Positive: Concluding fraud exists when
it does not. This leads to wrongful accusation of innocent parties, violating the foundational
principle.

Type Il Error (8 = P(Fail to reject Hy | H, false)) = False Negative: Missing fraud when
it actually exists. This allows criminals to escape justice.

Power = 1 — : The probability of correctly detecting fraud when it exists. In forensic
context, Type Il errors are more dangerous than Type | errors because they allow actual
perpetrators to continue their criminal activity, causing ongoing harm. However, Type | errors are
more unjust because they harm innocent individuals. The Dual-Proof System addresses both:
Empirical Proof minimizes Type | errors through statistical rigor, while Inferential Proof ensures
Type Il errors are caught through comprehensive evidence chain analysis.

Effect Size

Cohen’s d = 27%2 (40)

Spooled

Effect size measures practical significance beyond statistical significance. A large effect
size (d > 0.8) confirms that the detected pattern is not only statistically significant but practically
meaningful, distinguishing a forensically relevant finding from a merely statistically detectable one.

J. Chi-Squared Distribution
1. Test of Independence (Contingency Table)

2 _ « (0;—E)? o row totalxcolumn total
X=X E; ;where E; = grand total (41)
200x100 200%x900 800%x100
Expected values (Table 4): E;; = =20, E;, = =180, E,; = =
1000 1000 1000
800%900
80, Eyp = 22 = 720.

Table 4. Contingency Table: Account Age vs. Fraud Status
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New Account (<30 days) 85 115 200
Existing Account 15 785 800
Total 100 900 1,000
2 _ (85-20)%  (115-180)2 |, (15-80)2 & (785-720)% _ _
= + T80 + 20 + 0 = 211.25+ 23.47 + 52.81 + 5.87 = 293.40 .

df = (r —1)(c — 1) = 1. Critical x{ o5 1) = 3.841. Since 293.40 » 3.841, we reject H,

with overwhelming confidence: there is a statistically significant association between new accounts
85/200 __  0.425

15/800  0.01875
to be associated with fraud than existing accounts. This is powerful Empirical Proof identifying a

True Positive pattern.

and fraud. The relative risk is

= 22.7 X. New accounts are 22.7 times more likely

2. Goodness of Fit

Testing whether fraud distribution across payment methods follows the expected pattern.
Expected proportions: Credit Card 30%, Debit 25%, Digital Wallet 20%, Bank Transfer 15%,
Crypto 10%. Observed in 500 fraud cases: 180, 110, 130, 50, 30. Expected counts: 150, 125, 100,
75, 50.

— 2 — 2 — 2 _ 2 _ 2
XZ _ (180-150) +(110 125) +(130 100) +(50 75) +(30 50)

150 125 o0 —~ - =60+18+9.0+833+80=

33.13.

df =k —1 = 4. Critical )((20.05,4) = 9.488. Since 33.13 > 9.488, the fraud distribution

differs significantly from expected. Digital wallets and credit cards are disproportionately targeted.
This forensic insight directs investigation resources toward the highest-risk payment channels.

3. Effect Size

1 X2
Cramer’sV = xmin(r—Le—1) (42)
For the contingency table: V = 12(?03;01 = 0.542, indicating a strong effect size. This is

not merely statistically significant; it represents a practically meaningful and forensically actionable
finding.

K. The Calculus of Crime

First Derivative: Rate of Fraud Loss

d

L , . .
-, = rate of financial loss over time (43)

If %> 0, fraud is ongoing and growing. If %: 0, fraud has plateaued. If %< 0,
intervention is working. Worked Example: Month 1: $50K loss, Month 2: $120K, Month 3: $250K,
Month 4: $420K, Month 5: $600K, Month 6: $780K. Average rate: aL  $780K-$50K _

dat 5
$146K /month. The rate is accelerating in early months and decelerating in later months.
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Second Derivative: Acceleration of Fraud

<L rate of change of the fraud rate itself (44)

dez

If Z—Z> 0: fraud is not just growing but ACCELERATING (urgent intervention). If

2 2

% = 0: fraud growing at a constant rate. If % < 0: growth is decelerating (controls having
2 2

effect). From the data: early % = +$60K /month? (accelerating), late % = —$10K /month?

(decelerating). The deceleration suggests partial control effectiveness, but the derivative remains
positive: fraud is still growing, just more slowly.

Definite Integral: Cumulative Loss Exposure

Liota = Jy L () dt (45)

If L(t) =50+ 100t (thousands, linear model): f06(50 +100t) dt = [50t + 50¢2]§ =

300 + 1,800 = $2,100K = $2.1M cumulative exposure over 6 months. This gives the court a
scientifically computed total harm figure.

Differential Equations for Fraud Trajectories
Exponential model (unchecked fraud): % = kL, yielding L(t) = Lye*t. With L, = $50K
and k = 0.45/month, L(12) = $50K x e>* = $11.07M if unchecked for 12 months.

Logistic model (bounded fraud): % =rlL (1 —%) where K is the maximum exploitable

amount. This models fraud saturation, where the criminal eventually exhausts available targets or
funds (Fig. 8).

THE CALCULUS OF CRIME: Mathematical Fraud Trajectory Analysis

4000 H

A. Fraud Loss L(t) Over Time

B. Rate of Loss: dL/dt

=== Pre-intervention (accelerating)

= Fxponential: L(t) = Lne"—[ 7

== Logistic: dL/dt = rL(1 — L/K) 7 70 A === Post-intervention (decelerating)
-+ Intervention point 7/ - 7
3000 4 : % 60 A
o H @ 50 4 H
- : 5 50 dLidt>0 :
g 20007 : 2 40 e
S : ed :
o : = 30 A g
1000 - : 3 :
: = 20 A :
0 . 10 :

T T T 1 T T T T T T t T T T

0 2 4 6 8 10 12 0 2 4 6 8 10 12

Time (months) Time (months)
C. Fraud Acceleration: d*L/dt* D. Cumulative Loss: fUL(t) dt

15 4 : 3
URGENT: — :
o 104 Acceleraj = :
= £ 37 ;
5] 5 4 7] H
g a3 6 months: H
Q H
2 0 -2 :
1 5 2
'3_6. =5 9 == J2L/dt* > 0 (accelerating) E
= — d?L(dt? <0 (decelerating) 2 E :
= —10 :q E 1 A
o : &) E
~15 4 : :
0 A 0
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Figure 8. The Calculus of Crime: Fraud trajectory, rate, acceleration, and cumulative exposure.
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L. Monte Carlo Simulation and FAIR Framework (Prescriptive Layer)

Monte Carlo simulation quantifies risk under uncertainty through 10,000+ random
iterations. For forensic risk quantification: Transaction volume follows Normal(1M, 100K), Fraud
rate follows Beta(a = 2.5, § = 97.5) approximately 2.5%, Average fraud amount follows
LogNormal(u = 7.5, ¢ = 1.2). After 10,000 simulations: Expected annual loss = $2.8M, 95th
percentile = $4.2M, 99th percentile = $5.1M. These figures provide the court with probabilistic
damage estimates that are both scientifically rigorous and practically useful for sentencing and
restitution calculations.

The FAIR (Factor Analysis of Information Risk) framework decomposes risk into Loss
Event Frequency x Loss Magnitude: Threat Event Frequency x Vulnerability = Loss Event
Frequency. Each component is modeled probabilistically and combined through Monte Carlo
simulation to produce a defensible, quantified risk assessment.

M. Evidence Classification: Superposition Collapse Through Dual Proof

Having established the statistical toolkit, we now apply it to the classification of evidence
through superposition collapse. Each evidence item, evaluated through the Confusion Matrix
framework, falls into one of the following classifications:

e Primary Evidence: Direct, first-hand evidence that stands on its own merit (original
documents, digital artifacts with verified hash integrity, direct witness testimony)

e Secondary Evidence: Copies, derived data, or indirect representations of primary
evidence (forensic clones, screenshots, database extracts, certified copies)

e Corroborative Evidence: Supporting evidence that strengthens other evidence items
without standing alone (pattern analysis, behavioral consistency, temporal correlation)

e Circumstantial Evidence: Evidence requiring inference to connect to the fact in
guestion (presence at location, access to systems, financial motive)

o Negative Intelligence: The confirmed absence of expected evidence, which itself
constitutes a forensic finding (missing logs suggesting deletion, absent
communications suggesting awareness of monitoring)

Fact of Relevancy establishes whether each evidence item connects to the case. Relevancy
in Fact verifies that the connection is factual and proven. False Positives, False Negatives, and True
Negatives become Facts in Issue to be resolved through the Dual-Proof process. When resolved,
the entangled evidence produces Substantial Conclusive Evidence.

N. Evidence Entanglement: The Formula for Substantial Conclusive Evidence

Primary + Secondary + Corroborative + Circumstantial + Negative Intelligence = Substantial
Conclusive Evidence (when each item is validated as TP through the Confusion Matrix and
connected through Fact of Relevancy)

The legal elements that must be established through this entangled evidence: Mens Rea
(guilty mind, criminal intent), Actus Reus (wrongful act, physical element), Modus Operandi
(method of operation, behavioral pattern), Cause of Action (legal basis for prosecution), and
Liability (degree of responsibility). Each legal element requires support from multiple entangled
evidence items across different classification types, ensuring that no single point of failure can
undermine the case.
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X. INFERENTIAL PROOF: CONNECTING FACT, LAW, AND EVIDENCE
THROUGH FIRREAC

INFERENTIAL PROOF is one of TWO WAYS OF PROVING A CASE. It is qualitative,
narrative, and judgment-based. It builds the legal case by connecting facts to law through
evidence chains. It answers: ""Do the facts, when connected through evidence, establish guilt

beyond reasonable doubt?"'

The investigator's sacred duty is to find truth, not to convict. Every step of the FIRREAC
analysis must be conducted with the awareness that the conclusion could be innocence as readily as
guilt. The methodology is designed to be as effective at clearing the wrongly accused as it is at
identifying the genuinely culpable.

A. The FIRREAC Method

FACTS (Bottom Line Up Front): A concise, factual summary of what the investigation
found. Written in the BLUF/Nutgraph/Inverted Pyramid format: the conclusion comes
first, followed by supporting detail. The Facts section is descriptive and quantitative,
incorporating both technical findings and business context from all three dimensions of
the Skill Framework.

ISSUE: The specific legal question to be resolved. Framed as a question of law: "Does
the evidence establish that [POI] committed [specific offense] in violation of [specific
legal provision]?"

RULE: Applicable laws, regulations, standards, and policies. This encompasses
national legislation (Bharatiya Sakshya Adhiniyam 2023, IT Act, DPDP Act),
international instruments (UN Cybercrime Convention 2024, Budapest Convention,
UNCITRAL Model Laws), standards (ISO/IEC 27037/27041/27042/27043), and
organizational policies.

RULE EXPLANATION: How the identified rules apply in the specific factual context.
This requires legal interpretation expertise (Domain Skill) combined with technical
understanding (Trade Skill) and business context (Horizontal Skill).

ANALYSIS: The analytical core, integrating both proof methods. (a) Preliminary
Analysis: initial assessment and evidence triage. (b) Interpretation: evidence
classification through superposition collapse (Primary, Secondary, Corroborative,
Circumstantial, Negative). (c) Inference: establishing Fact of Relevancy, Mens Rea,
Actus Reus, Modus Operandi, and Beyond Reasonable Doubt. (d) STEM/Empirical
Proof: scientific validation through the statistical toolkit (Section 1X).

CONCLUSION: Prima facie determination. Either the evidence establishes the case
beyond reasonable doubt (all evidence items confirmed as True Positives, entangled
through Fact of Relevancy, validated by both inferential and empirical methods), or the
evidence is insufficient (too many unresolved Facts in Issue, uneliminated alternative
explanations, or identified False Positives that weaken the evidentiary chain).

B. The Investigator's Ethical Framework

Mens Rea (guilty mind) and Actus Reus (wrongful act) evaluation must be scientifically
grounded to avoid wrong attribution. The investigator must actively seek exculpatory evidence with
the same rigor applied to incriminating evidence. If the Confusion Matrix analysis reveals a high
False Positive rate, the methodology must be refined before any attribution of criminal
responsibility.

IIRJET, Vol. 12, Issue. 1, Sep 2026: 27 - 69



IRJET a 57

Quality Assurance Standards: Only true positives are reported as evidence. Greater than
95% confidence level is required for all statistical claims. Provenance by design ensures every
evidence item has documented collection methodology, chain of custody, and analytical
procedures. Every evidence citation includes evidence number, source URL/path, tool or technique
used, evidence type classification, hash verification, and chain of custody reference.

XI. CONVERGENCE: FROM DUAL PROOF TO SUBSTANTIAL CONCLUSIVE
EVIDENCE

This section demonstrates how the Inferential and Empirical proof methods converge to
produce evidence of sufficient quality and completeness for judicial proceedings. This is the 360-
degree holistic evaluation that ensures no innocent person is wrongly convicted and no guilty
person escapes justice.

A. The Convergence Mechanism

The convergence of modern forensic technologies can be expressed through a fundamental triad:
Al finds the truth. Blockchain protects the truth. Quantum accelerates and challenges the truth.

When Inferential Proof (connecting facts to law) and Empirical Proof (validating evidence
through STEM) converge, these three technological pillars ensure that the resulting Substantial
Conclusive Evidence is discovered (Al), preserved (Blockchain), and processed at the speed and
scale demanded by modern cybercrime (Quantum Computing).

The Dual-Proof System converges when:

e Inferential Proof (Section X) establishes the legal case: evidence chains connect facts
to law; Mens Rea and Actus Reus are demonstrated; alternative explanations are
eliminated; FIRREAC analysis is complete

e Empirical Proof (Section IX) validates the evidence scientifically: statistical
significance is demonstrated (Z-scores, chi-squared, p-values); probability of
coincidence is quantified (Bayesian posterior); systematic relationships are proven
(OLS regression, correlation); risk is quantified (Monte Carlo, FAIR); and all evidence
items are confirmed as True Positives through the Confusion Matrix

When both methods independently arrive at consistent conclusions (the inferential

narrative aligns with the mathematical proof), the evidence achieves convergence.

""STEM proves the evidence IS real. Investigation proves what it MEANS." Inferential
establishes: WHO did it, WHY (Mens Rea), WHAT they did (Actus Reus), HOW (Modus
Operandi). Empirical proves: THAT the patterns are real (Z-scores), non-coincidental (chi-
squared), systematic (regression), and quantifiable (Monte Carlo). Convergence produces:
SUBSTANTIAL CONCLUSIVE EVIDENCE.

B. The Evidence Strength Progression

Evidence progresses through five stages, with dual-proof validation at each transition (Fig.
9):
e Stage 1, Suspicion: Initial indicators trigger investigation. No proof yet; evidence in
full superposition.

e Stage 2, Prima Facie: Sufficient evidence to establish a case "at first face.”" Inferential
proof shows plausible evidence chains. Empirical proof shows initial statistical
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anomalies (Z-scores, conditional probabilities). Some evidence items have collapsed
from superposition but many remain.

Stage 3, Substantial: Strong evidence across multiple categories. Inferential proof has
eliminated most alternative explanations. Empirical proof shows strong statistical
significance (chi-squared, Bayesian posterior > 90%). Most evidence has collapsed;
entanglement patterns are clear.

Stage 4, Conclusive: Overwhelming evidence leaving no reasonable doubt. Inferential
proof has established complete FIRREAC analysis. Empirical proof shows very high
confidence (Bayesian > 99%, MCC > 0.7, all TP confirmed). All evidence collapsed
and entangled.

Stage 5, Beyond Reasonable Doubt: The legal standard for criminal conviction. Both
proof methods converge completely. The Confusion Matrix shows high precision
(few/no FP, protecting innocents) and high recall (few/no FN, identifying the guilty).
The 360-degree evaluation is complete.

EVIDENCE STRENGTH PROGRESSION

From Initial Suspicion to Beyond Reasonable Doubt Through Dual-Proof Convergence

BEYOND
SUSPICION PRIMA FACIE SUBSTANTIAL REASONABLE
DOUBT
Initial indicators Sufficient evidence Corroborated across Dual-proof
Anomaly detected on its face multiple sources convergence

WEAK

ABSOLUTE

INFERENTIAL PROOF (Qualitative) EMPIRICAL PROOF (Quantitative)

FIRREAC + Evidence Chains + Mens Rea/Actus Reus Statistics + ML/AI + Chi-squared + OLS + Monte Carlo

\/

Primary + Secondary + Corroborative + Circumstantial + Negative Evidence

= SUBSTANTIAL CONCLUSIVE EVIDENCE = BEYOND REASONABLE DOUBT

Figure 9. Evidence Strength Progression: Five stages from Suspicion to Beyond Reasonable Doubt.

C. The Superposition Collapse Through Dual Validation

The convergence process can be understood as a systematic superposition collapse. At
Stage 1, all evidence is in full superposition (every item could be TP, FP, TN, or FN). As the
investigation progresses through both proof methods, each evidence item collapses to its true
classification. STEM analysis (Empirical Proof) performs the statistical "measurement” that
collapses the mathematical superposition, while FIRREAC analysis (Inferential Proof) performs the
legal "measurement” that collapses the evidentiary superposition. When both measurements agree
(mathematical TP confirmed by legal evidence chain), the evidence item is definitively classified.
When all items are classified and entangled through Fact of Relevancy, the case achieves
convergence.
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XI1. LEGAL AND REGULATORY FRAMEWORK (2026): COMPARATIVE
ANALYSIS

A. International Legal Instruments

United Nations Convention on Cybercrime (2024) [14]: The first global treaty on
cybercrime, harmonizing procedural provisions for electronic evidence across
signatory nations

Budapest Convention on Cybercrime (2001) [15]: The foundational European treaty
establishing mutual legal assistance, expedited preservation, and real-time data
collection standards

UNCITRAL Model Law on Electronic Commerce (1996) [16]: Establishes functional
equivalence between electronic and paper records

UNCITRAL Model Law on Electronic Signatures (2001) [17]: Provides technology-
neutral standards for electronic signature recognition

UNCITRAL Model Law on Electronic Transferable Records (2017) [18]: Addresses
the use of electronic transferable records in trade

Hague Convention on the Taking of Evidence Abroad (1970) [19]: Governs cross-
border evidence collection, increasingly relevant to digital forensics

B. National Legislation

India: Bharatiya Sakshya Adhiniyam 2023 (BSA, Sections 57-58 on electronic
evidence) [28], Information Technology Act 2000 (Section 65B certification) [29],
Digital Personal Data Protection Act 2023 [30]

European Union: General Data Protection Regulation (GDPR) [20], Digital Services
Act (DSA) [37], Digital Markets Act (DMA), EU Al Act 2024

United States: Federal Rules of Evidence (Rules 901, 1002), CLOUD Act [38],
Computer Fraud and Abuse Act

United Kingdom: Police and Criminal Evidence Act (PACE), Computer Misuse Act
1990, Investigatory Powers Act 2016

C. Standards and Frameworks

ISO/IEC 27037 [21]: Guidelines for identification, collection, acquisition, and
preservation of digital evidence

ISO/IEC 27041-27043 [22]-[24]: Incident investigation, analysis, and interpretation of
digital evidence

ISO/IEC 17025: General requirements for the competence of testing and calibration
laboratories

NIST SP 800-86 [25]: Guide to integrating forensic techniques into incident response

NIST Al Risk Management Framework [11]: Structured Al governance for forensic
applications

PCI DSS v4.0 [35]: Payment Card Industry Data Security Standard
ISO/IEC 42001 [36]: Al Management System standard
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D. Principles of Forensic Science

Locard's Exchange Principle [26]: Every contact leaves a trace. In the digital realm,
every action generates artifacts.

Sydney Declaration (2024) [27]: Updated forensic science principles for the digital age

Seven Principles of Digital Forensic Evidence: No action should change data, persons
accessing original data must be competent, an audit trail must be maintained, the
person in charge has responsibility, any law applicable must be complied with, all
principles apply to all circumstances, and evidence must be preserved in its original
state

E. GDPR Lawful Bases and the Balance of Interests

The EU General Data Protection Regulation [20] establishes six lawful bases for
processing personal data. In the context of cybercrime investigation and Quantum Forensics, four
are particularly relevant and must be carefully balanced:

National Interest (Article 6(1)(e), public task): Processing necessary for national
security, defense, and state sovereignty. Cybercrime investigations involving state-
sponsored attacks, critical infrastructure threats, or terrorism invoke this basis. The
processing must be proportionate to the national security objective.

Vital Interest (Article 6(1)(d)): Processing necessary to protect the vital interests of the
data subject or another natural person. Applies when cybercrime poses immediate
threat to life, such as attacks on healthcare systems, emergency services, or connected
medical devices.

Legitimate Interest (Article 6(1)(f)): Processing necessary for legitimate interests
pursued by the controller, balanced against the data subject's fundamental rights. Fraud
prevention, internal investigations, and business protection invoke this basis. The
Legitimate Interest Assessment (LIA) must demonstrate that the processing interest
outweighs the privacy impact.

Public Interest vs. Private Interest: The fundamental tension in cybercrime
investigation. Public interest demands that criminals be identified and prosecuted
(maximizing Recall / True Positives). Private interest demands that innocent persons
are not subjected to invasive investigation (maximizing Precision / minimizing False
Positives). The Quantum Forensics Dual-Proof System directly addresses this balance:
Empirical Proof provides the mathematical rigor to minimize False Positives, while
Inferential Proof ensures that investigation scope remains proportionate and legally
justified.

The balance of these interests, in the context of Global Peace, Global Cyber Jurisprudence,
and the protection of fundamental rights, is the ultimate objective of Quantum Forensics. No
investigation should prioritize conviction over truth, and no privacy protection should shield
genuine criminal activity from accountability.

F. Judicial Forensics Innovation

The adoption of Quantum Forensics in judicial proceedings requires innovation at multiple

levels:

Judicial Education: Training judges, magistrates, and tribunal members in quantum
forensic concepts, statistical significance, and the Dual-Proof methodology, enabling
them to critically evaluate forensic evidence presentations
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o Expert Witness Standards: Establishing qualification standards for Quantum Forensics
expert witnesses, including proficiency in all three dimensions of the Skill Framework

o Admissibility Standards: Developing clear judicial guidelines for the admissibility of
Al-derived evidence, blockchain chain of custody records, and statistically validated
forensic conclusions

e Cross-Jurisdictional Harmonization: Creating common standards for digital evidence
admissibility across jurisdictions, enabling effective prosecution of transnational
cybercrime

e Responsible Al in Courts: Ensuring that Al-assisted forensic conclusions are
explainable, reproducible, and free from discriminatory bias, in compliance with the
EU Al Act's high-risk requirements for law enforcement applications

G. Data Protection Lawful Bases for Investigation

When conducting digital forensic investigations, the investigator must identify and
document the applicable lawful basis for each data processing activity (Table 5):

Table 5. GDPR Lawful Bases for Forensic Investigation with Quantum Forensics Safeguards

. State-sponsored cyber attacks, critical Full Dual-Proof required; independent
National Interest . . s .
infrastructure, terrorism judicial oversight
. Life-threatening cyber attacks on Expedited Empirical Proof; full
Vital Interest . .
healthcare, emergency services Inferential Proof post-hoc

Fraud prevention, internal investigation, LIA required; Confusion Matrix

Legitimate Inter . -
egitimate Interest IP protection validation mandatory

Public safety, crime prevention, judicial  Proportionality review; FP elimination

Public Interest proceedings before public action

X1 DISSEMINATION AND STRATEGIC DECISION-MAKING
The dissemination of Quantum Forensic findings supports four decision types:

e Tactical Decisions: Immediate investigative actions based on real-time evidence
analysis (evidence preservation, asset freezing, account suspension)

e Operational Decisions: Investigation resource allocation, team assignments, and cross-
functional coordination based on evidence weight and priority

e Strategic Decisions: Organizational policy changes, control improvements, and risk
mitigation strategies based on pattern analysis and trend identification

o Predictive Decisions: Proactive measures based on prescriptive analytics (Monte Carlo

projections, FAIR risk quantification, fraud trajectory forecasting)

The Key Risk Indicator (KRI) vs. Key Performance Indicator (KPI) framework ensures
that both leading indicators (predictive of future risk) and lagging indicators (measuring past
performance) are incorporated into the decision-making process. Verification and validation
protocols ensure that all disseminated findings meet the Dual-Proof standard before they influence
decisions that affect individuals or organizations.
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XIV. VISUAL SUMMARY

Fig. 10 and Fig. 11 provide a comprehensive visual representation of the Quantum
Forensics framework:

[ QUANTUM FORENSICS MASTER FRAMEWORK ]

From Digital Footprints to Strategic Decision-Making

QUANTUM PHYSICS FORENSIC LAWS ROUTINE ACTIVITY
Superposition Locard's Exchange Motivated Offender
Entanglement Sydney Declaration Absent Guardian
Uncertainty Principle 7 Principles Suitable Target
Wave-Particle Duality Digital Inertia

1 Applied to Investigation

PHASE 1: SEED VALUES & 5W+1H FRAMEWORK
WHO: POI, Victim, Accomplice (Customer ID, Seller ID, Employee ID, Username, Email, Phone, Device ID)
WHAT: Offence type - Theft, Fraud, Abuse, Risk, Non-Compliance, Espionage, Sabotage
WHEN: Timeline, Timestamps | WHERE: IP, Geolocation, Platform, Web layer (Surface/Deep/Dark)
WHY: Motive - Financial, Ideclogical, Personal | HOW: Modus Operandi, Attack Vector

)
PHASE 2a: COLLECTION PHASE 2b: DATA ENGINEERING
Internal: Paragon, CSC, AXIOM, GCMS Structured = Supervised Learning
OSINT: Surface/Deep/Dark Web Unstructured - Unsupervised Learning
SOCMINT: Social media, messaging Semi-structured - Reinforced Learning
eDiscovery: Email archives, docs Cleaning, Normalisation, Encoding
Digital Footprints: Logs, fingerprints Provenance preservation at every step
+
SUPERPOSITION (Individual Evidence) E‘ ENTANGLEMENT (Collective Evidence)
Each item in multiple states until analysed: 9| Correlated items form interconnected fabric:
State A: Primary (direct proof) 3| EO1 (IP log) « EO7 (OSINT domain)
State B: Secondary (derived/copy) “| EO7 (domain) « E12 (payment link)
State C: Corroborative (supporting) lsl E12 (payment) + E15 (behaviour)
State D: Circumstantial (indirect) Classifying one propagates certainty
State E: Irrelevant (noise - eliminate) across the entire evidence chain
+
DETECTIVE DIAGNOSTIC PREDICTIVE PRESCRIPTIVE
What happened? Why happened? What will happen? How to address?
Descriptive Stats Root Cause Analysis 1} Bayesian / Monte Carlo Recommendations
EDA, Timeline Correlation FAIR Framework Controls & Mitigation
User Analytics Behaviour Analytics Time Series Policy Changes
Anomaly Detection Graph Analysis ML Classification Monitoring
*
LEGAL PROOF CHAIN BLOCKCHAIN CHAIN OF CUSTODY
Primary + Secondary + Derived = Substantial Conclusive Evidence CIA+A: Confidentiality, Integrity,
Mens Rea (Intent) + Actus Reus (Act) Availability + Authenticity
Modus Operandi -+ Cause of Action IAAA: Identification, Authentication,
Fact of Relevancy — Beyond Reasonable Doubt Authorization, Accountability
Prima Facie established Immutable blocks: Collection — Analysis -+ Report + Legal Submission
+

FIRREAC REPORT (Fact » Law — Evidence)
F: Facts (BLUF - What happened, POI, Attack Vectors, Impact in INR/USD/MM USD)
I: Issue (Legal questions - Org + Business Objectives, Harm Categories)
R: Rule (UN Cybercrime Conv., UNCITRAL, BSA, GDPR, EU Al Act, NIST, ISO 27037-43, FRE)
R: Rule Explanation (How rules apply to specific facts and evidence)
E/A: Analysis (STEM - Detective —+ Diagnostic —+ Predictive —+ Prescriptive; Evidence Classification)
C: Conclusion (Prima Facie, Recommendations: Detection — Prevention —+ Response)

¥
DISSEMINATION STRATEGIC DECISIONS BUSINESS VALUE
- Primary Investigator (verify) Tactical: Immediate enforcement Loss Prevention (quantified)
- Leadership (risk assessment) Operational: Network/ring scope Loss Avoidance (projected)
- Amazon Legal (prosecution) Strategic: Policy & control redesign Recovery (financial)
- Amazon Legal - LE (if approved) Predictive: Proactive prevention Return on Investment (ROI)
- Strategic Policy Changes KRI vs KPI: Risk Management Platform Integrity

[ SUSPICION H PRIMA FACIE SUBSTANTIAL CONCLUSIVE

EVIDENCE STRENGTH PROGRESSION

Figure 10. Quantum Forensics Master Framework: Complete pipeline from physics foundation
through evidence collection, analysis, and legal proof.

IIRJET, Vol. 12, Issue. 1, Sep 2026: 27 - 69



IRJET

CESE STUDY: EVIDENCE ENTANGLEMENT NETWOIiK

Buyer-Seller-DA Collusion — Superposition Collapse into Entangled Proof Chain

E02
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. Primary . Secondary . Corroborative . Circumstantial
PRIMA FACIE - SUBSTANTIAL - CONCLUSIVE = Beyond Reasonable Doubt

Figure 11. Evidence Entanglement Network: Color-coded evidence nodes converging on the
Person of Interest.

XV. CASE STUDY: eCOMMERCE PLATFORM FRAUD INVESTIGATION

This case study demonstrates the complete Quantum Forensics methodology, applying both
proof methods, the Confusion Matrix framework, and the three-dimensional skill framework to an
eCommerce platform fraud investigation. All entities are generic; no company-specific references

are included. The evidence register is presented in Table 6, and the resulting entanglement network
is shown in Fig. 12.

A. Facts (BLUF): 5W+1H

WHO: A network of accounts linked to a single Person of Interest (POI) operating across
multiple seller and buyer accounts on a major eCommerce platform.

WHAT: Coordinated buyer-seller collusion involving fraudulent transactions, fictitious
returns, and concession abuse totaling approximately $4.65M over 9 months.

WHEN: January 2026 through September 2026, with peak activity in months 4 through 7.

WHERE: Transactions originating from multiple geographic locations but showing device
fingerprint convergence and IP address clustering.

WHY:: Financial gain through systematic exploitation of platform refund, return, and seller
payment policies.

HOW: Multiple accounts with varying identities but shared device fingerprints,
overlapping IP ranges, and correlated transaction timing patterns.
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B. Evidence Register

Table 6. Evidence Register with Confusion Matrix Classification and Entanglement Connections

Order Transaction logs showing
EO1 Management 847 orders across 12 linked ~ Primary TP (confirmed)  E02,E05,EQ07
System accounts
P P howi . .
E02 ayment _a yment records showing Primary TP (confirmed)  EO01,E03,E08
Platform circular fund flows
IP address logs showing
EO03 Network Logs RFC 1918 ranges and VPN Primary TP (confirmed)  E02,E04,E06
patterns
Device Device fingerprint
E04 : convergence across 12 Corroborative TP (confirmed)  EO03,E05
Analytics
accounts
Return patterns: 92%
EO05 Returns System  return rate vs. platform Primary TP (confirmed)  EO01,E04,E09
average 8%
E06 OSINT Social media connections Circumstantial TP (confirmed)  EO3,EQ7
between account holders
Shiopin Common delivery
EO7 RecFZ)pr dsg addresses despite different ~ Corroborative TP (confirmed)  EO01,E06,E10
account names
E08 Banking Same beneficiary across TP (confirmed) ~ E02,E09
Records multiple seller accounts
Concession Concession patterns:
E09 Svstem average $550 vs. platform Primary TP (confirmed)  E05,E08,E10
4 average $35
Communication Messaging patterns
E10 correlating with transaction ~ Circumstantial TP (confirmed)  EO07,EQ9
Metadata timing
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CASE STUDY: EVIDENCE ENTANGLEMENT NETWORK

Ten Evidence Items Converging Through Dual-Proof to Substantial Conclusive Evidence

EO1
Order System
Logs

O Primary Evidence O Secondary Evidence O Corroborative Evidence O Circumstantial Evidence

EO04
OSINT
Profile

Shipping
Address

E09
Comme E08

Account
Creation

[ INFERENTIAL PROOF PATH 1 [ EMPIRICAL PROOF PATH J

E01-E03—E10 chain + Mens Rea + Actus Reus Z=95.94, x*=1753.3, Bayesian 99.98%, R?=0.94

Figure 12. Case Study Evidence Entanglement Network with Dual-Proof Pathways.
C. Empirical Proof Applied

Z-Score Analysis: Return rate of 92% with platform mean 8% and standard deviation 12%:

Z=%= 7.0. This exceeds the 99.9% threshold (Z > 3.291) by a factor of 2.1x. The

probability of this occurring by chance is essentially zero, constituting definitive Empirical Proof of
non-coincidental pattern (True Positive confirmed).

Chi-Squared Test: 2 = 1,753.3 with df =1, p < 0.001. The association between the
identified accounts and fraudulent activity is overwhelmingly significant.

Bayesian Posterior: Starting from P(Fraud) = 0.025, after incorporating all 10 evidence
items through iterative updating: P(Fraud | E; ... E{p) = 0.998 (99.8%). The superposition has
effectively collapsed to certainty.

OLS Regression: = —122.1 + 1.917x, R? = 0.94. Transaction volume explains 94% of
the variance in fraud loss, confirming a systematic (not random) relationship.

Calculus of Crime: 3—:= —$10K /month? (decelerating in later months), [ L(t)dt =

$4.65M cumulative exposure. The exponential model projects $11.07M if unchecked for 12
months.

Confusion Matrix Performance: TP = 10 (all 10 evidence items confirmed), FP = 0 (no
innocent activity wrongly flagged), TN = verified (3 initially flagged accounts cleared through
analysis), FN = 0 (no evidence items overlooked after comprehensive collection). Precision =
100%, Recall = 100%. This demonstrates the power of the Dual-Proof methodology when
rigorously applied.
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D. Inferential Proof Applied

FIRREAC Analysis: Facts established through BLUF. Issue: whether the identified POI
committed organized fraud in violation of national and international cyber crime law. Rule:
Bharatiya Sakshya Adhiniyam 2023 (electronic evidence), IT Act Section 65B (certificate
requirement), relevant provisions of the UN Cybercrime Convention. Rule Explanation: the legal
standard requires demonstration of both guilty mind (deliberate creation of multiple accounts with
false identities) and wrongful act (systematic execution of fraudulent transactions). Analysis:
evidence chains connect EOL1 through E10 through Fact of Relevancy, Mens Rea established
through deliberate identity fabrication and coordinated timing, Actus Reus established through
documented fraudulent transactions. Conclusion: Prima facie established beyond reasonable doubt.
The Dual-Proof convergence transforms the assessment from "suspected fraud" to
"SCIENTIFICALLY SUBSTANTIATED fraud with quantitative mathematical foundation."”

E. 360-Degree Evaluation and Recommendations

1. Deep Dive Investigation: Expand analysis to 2-degree network (accounts connected to
the POI's connections) to identify the full scope of the fraud ring

2. Formal Interview: Conduct structured interview with the POI, presenting the converged
evidence (both inferential and empirical) for response

3. Fraud Analytics: Deploy ML models trained on the identified patterns to detect similar
schemes across the platform (improving Recall for future cases)

4. Control Enhancement: Strengthen account creation, return, and concession controls
based on the identified exploitation methods

5. Legal Action: Prepare case file incorporating both proof methods for judicial
submission, ensuring all evidence meets admissibility standards

XVI. DISCUSSION: CHALLENGES, LIMITATIONS, AND IMPLEMENTATION
ROADMAP

A. Technical Challenges

e Quantum Hardware Maturity: Current quantum computers achieve hundreds of noisy
qubits, far from the millions needed for fault-tolerant computation. Practical quantum
forensic tools remain 5 to 10 years away.

e Error Rates and Decoherence: Quantum error correction requires significant qubit
overhead, currently making quantum advantage elusive for most forensic applications.

e Al Bias: Machine learning models trained on historically biased data risk perpetuating
and amplifying bias in forensic analysis, potentially increasing False Positive rates for
certain demographic groups.

o Data Volume: The expanding evidence source ecosystem (OT, IT, loT, social media,
drones) generates petabytes of potential evidence, requiring scalable analysis
infrastructure.

B. Legal Challenges

o Admissibility of Al-Derived Evidence: Courts worldwide are still developing standards
for the admissibility of Al-generated forensic conclusions. The explainability
requirement is critical.
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Cross-Jurisdictional Inconsistency: Different jurisdictions apply different standards for
digital evidence admissibility, creating challenges for transnational cybercrime
prosecution.

Quantum-Era Evidence Security: Evidence encrypted with pre-quantum algorithms
may be retroactively compromised. Migration to post-quantum standards is urgent but
incomplete [9].

Privacy vs. Investigation Balance: The tension between GDPR privacy protections and
investigative data needs requires careful balancing through lawful bases assessment.

C. Ethical Challenges

Surveillance and Civil Liberties: Quantum-enhanced surveillance capabilities must be
balanced against fundamental rights to privacy, freedom of expression, and
presumption of innocence.

Algorithmic Fairness: The Confusion Matrix framework must be applied with
awareness that baseline rates of False Positive generation may differ across
demographic groups.

Proportionality: The power of Quantum Forensic analysis must be proportionate to the
seriousness of the alleged offense. Full quantum-enhanced analysis should not be
deployed for minor infractions.

D. Implementation Roadmap

Short-term (0 to 2 years): Adopt the Dual-Proof methodology in existing forensic
practice. Implement Confusion Matrix quality metrics. Train investigators in STEM
methods. Migrate evidence encryption to post-quantum standards. Develop judicial
education programs on statistical evidence evaluation.

Medium-term (2 to 5 years): Deploy Al-assisted forensic tools with Responsible Al
governance. Implement blockchain chain of custody in major forensic laboratories.
Establish cross-jurisdictional evidence sharing protocols. Develop quantum literacy
programs for legal professionals.

Long-term (5 to 10 years): Achieve quantum-native forensic capabilities. Implement
fully quantum-secured evidence chains. Establish global standards for Quantum
Forensics practice. Create an international Quantum Forensics certification body.

E. Policy Recommendations

For Governments: Invest in quantum forensic research, establish post-quantum
migration timelines, create legal frameworks that accommodate probabilistic evidence

For Law Enforcement: Adopt the Dual-Proof methodology, implement Confusion
Matrix quality metrics, train investigators in three-dimensional skills

For the Judiciary: Develop admissibility standards for statistically validated evidence,
train judges in quantum forensic concepts, establish expert witness qualification
standards

For Academia: Integrate Quantum Forensics into cybersecurity and law curricula,
conduct empirical research on the effectiveness of the Dual-Proof methodology,
develop open-source quantum forensic tools
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e For Global Cyber Jurisprudence: Harmonize digital evidence standards across
jurisdictions, establish international cooperation frameworks for quantum-era
investigations, balance national security interests with fundamental rights protection

XVII. CONCLUSION AND FUTURE RESEARCH DIRECTIONS

This paper has presented Quantum Forensics as a comprehensive theoretical and applied
paradigm for cybercrime investigation and digital forensics, making six primary contributions: (1)
the Dual-Proof System establishing that Substantial Conclusive Evidence requires convergence of
Inferential Proof (legal) and Empirical Proof (STEM); (2) the Confusion Matrix Evidence
Framework ensuring systematic evaluation of True Positives, False Positives, True Negatives, and
False Negatives for every evidence item; (3) the Quantum Forensics paradigm mapping quantum
physics principles to evidence dynamics; (4) the Three-Dimensional Skill Framework requiring
convergence of Trade, Domain, and Horizontal skills; (5) a complete Empirical Proof statistical
toolkit with worked forensic examples; and (6) the Global Cyber Jurisprudence vision with policy
recommendations for judicial forensics innovation.

Quantum Forensics serves justice, not conviction. The framework ensures that scientific rigor
protects both the accused and the victim. A thousand accused may go free, but not a single
innocent person should ever be wrongly accused. And equally, no guilty actor should escape
identification through investigative inadequacy. When STEM proves the evidence IS real,
and investigation proves what it MEANS, justice is served through science.

This triad encapsulates the three pillars of modern forensic innovation: Al finds the truth.
Blockchain protects the truth. Quantum accelerates and challenges the truth.

These three pillars, working in concert through the Dual-Proof System, form the
technological foundation upon which Quantum Forensics delivers justice that is both scientifically
substantiated and legally admissible.

Future Research Directions

1. Empirical Validation: Conduct large-scale empirical studies comparing the effectiveness
of the Dual-Proof methodology against traditional forensic approaches in terms of True
Positive rate, False Positive rate, and judicial outcome

2. Quantum Algorithm Development: Develop purpose-built quantum algorithms for
forensic pattern recognition, evidence clustering, and attribution analysis

3. Blockchain CoC Implementation: Design, implement, and evaluate a production
blockchain chain of custody system across multiple forensic laboratories

4. Al Fairness in Forensics: Investigate the impact of Al bias on forensic classification
accuracy across demographic groups and develop mitigation strategies

5. Cross-Jurisdictional Framework: Develop and pilot a harmonized international
framework for digital evidence admissibility that accommodates the Dual-Proof
standard

6. Quantum-Safe Evidence Standards: Develop comprehensive standards for quantum-safe
evidence handling, storage, and transmission

7. Judicial Forensics Training: Design and evaluate training programs for judges, lawyers,
and forensic practitioners in Quantum Forensics methodology
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